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I handle pe.‘raby‘re.a" of data every
day. From encrypting Juicy Tap Secret
in-re.“ige.nce to boring packe.-rs bound
for your WiFi router, I do it alll
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* | petabyte = a lot



. and a-ri" No one seems to care
obout me or my story.




I've 501‘ o beffer‘"-rhan"Cindere"a
s*ory oS I made my way to become

king of the b‘ock cipher world.
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Whoa! You're still there. You wan+
to hear it7 Well let's get started..
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Once upon a time" there was no

3ood way for pe.op|e outside secrer
agencies to Judse 3ooc| crypto.
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EBGI3 vf terngl

Double ROTI3 _

is betrter!
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* ~ pre'l°l75 for the 9enera| pub|ic



[f( decree went throughout the T

land to find a 9ooc|, secure, a|9ori-rhm.

e

—— e

We need a good cipherl
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One wor"rhy compefi-ror' named
Luci'Fe.r' come 'Forwar‘d.




|Afrer being modified by the National ’
Security Agency (NSA), he was ancinted

os the Darta Encry[:*rion S_:ranclard (PES).

I anoint thee as DESI
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Shorter

key ],

Stronger
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'DES ruled in the land for over 20 years.
Academics studied him in-renfly. For the
firs+ time, there was some-rhins spec:i'Fic to
look a+. The rnoder'n field of cr'yp-rogrdphy

f Was bor‘n.
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Check outr that

.. to the best of our Feistel nerworkl

knowledge, DES is free

-
-

from any statistical or
mathematical weakness. Zf.zz




Over the years, many atrackers cha“enged’

DES. He was de'Fea.‘red in several bartles.
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]Thd only Wﬂy to STOP Thé dfdekS was fto use

J__wor‘ked. bﬂ‘l’ it was awfu"y SIOW.

DES 2 times in row to form 'Triple-DES.' This
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Another decree went out®..

We need something at
/~ least as strong as
Triple'DES. but it has

to be fast and flexible.

NIST
|
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x ~ early 1997




This call r‘a“ied the cr‘yp-ro wizar‘ds
to de.ve.lap some.-rhing better.

Tl use FROG
5’ This is my sho+ /

S ot fomell I use

J Twa'Fiah‘-
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My creators, Vincent Rijmen and Joan
Daemen, were among these crypto wizards.
The.y combined their last names to 3ive. me
my birth name: Ri_jndael.'

™
Vincent N

* That's pranounced "Rhine Dahl’ for the nan"Belgiana out there.



Everyone got -rose.fhe.r to vote and...l
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Vote for mel

7~

| AES

Final Round
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..and now I'm the new king of the crypto
world. You can find me everywhere. Intel
is even pu'r-rin_g native instructions for me
in their nexr chip to maoke me smokin' fast!
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Intel Processor Roadmap

Sand)r Bridge
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Any questions?

/

Nice story and
all, but how does

crypto work?

/ T
Weird. I'm our...
W /
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Act 2: Crypto Basics



Greour quesfion! You on|y ne.e.d to
know 3 big ideas to understand
crypto.
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LBig Idea #I: Con‘FusionJ

It's a 9ood idea to obscure the re|afionship
between your real message and your ‘encrypred
message. An example of this confusion” is the
trusty o|' Caesar Cipher:

Paintext: ATTACK AT DAWN

YL e
Ciphertexr: DWWDFN DW GDZQ

A+ 32 lerters = D




\Big Ideo #2: Diffusion}

I+'s also a 9ooc| idea t0o s r'e.ad out the
message. An example O'F this 'di'F'Fusion'

is o simple. co|umn fr‘ansposifiom
/

i
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ACD. TKA TAW ATN

L Ditfused 'Dy 3 spots
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LBig Idea #3: Secrecy 0n|y in the Key/

Afrer thousands of years, we learned
rthat it's o bad idea to assume that no
one knows how your method works.
Someone will even-rua“y find that ourt.

{ Tell me how it worksl

Ok..
Great! Now T \
can C'IE\‘:OdE

/every-rhins!

}

BAD
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Te“ me how it works!

No problem! I+'s
on Wikipeclia. but

I don't know the
key.
’ \
/Pra*rsl

"BETTE



Does fhaf answer
your quesfion?
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Thd‘l’ hClPS, b“‘r Was
too 3enera|. HOW dO "
you work? DC"’Q!‘S? I

can'f hancﬂe

m—— f
defaﬂs!
/
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Act 3: Detalls



I'd be happy to tell you
how I work. but you have
to sign this first.

Oh... what's that?
/




Foo-r"Shoo-rins

Prevention Agreemen-r

I, , promise -rl'm-r once

Your Name

I see how simple AES rea"y is, I will
not implemen-r it in produc-rion code
even -rhough it woulcl be re.a"y fun.

This agreement shall be in effect
until the undersigned creoates o
meaningfﬂ in-rerpre-rive dance tha+
compares ond contrasts cache—-based,
?iming, ond other side channel attracks
ond their countermeasures.
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I fake your c:laura and |oad it
into this Yx4 square.'

.

ATTACK AT DAWN! B

Padding ot the

end since i+t
wasn t exacfly
|6 by-rea.

* Thia is -rhe 'afa-re ma«frix' fhaf I carry wifh me o+t a“ tfimes.



The initial round has me xor each inpuf
by‘re with the corresponding byfe of the

'Fi rs+ round key.
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IA Tribute +o XORJ

There's a simple reason why I use xor to apply the key

ond in other spots: its fast and cheap - o quick bir

'ﬂipper. I+ uses minimal hardware and can be done in
/para"el since no pesky 'car‘r‘y' bits are needed.
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lKey Expansion: Pars ﬂ

I need lots of keys for use in later rounds. I derive all
of them from the initial key using a aumple muxmg
*echmque that's really fast. Peapnfe its critics,” it's

sOOd en 0“9"\

S B oe |a6 a0
O | [BlK 97 |d8|aé
/ M2 LrEj 4d [7d |74
E|8|T Y. L_ei_f_i 05 |
Initial Key #9 #10

* By far, most complaints against AES's design focus on this simplicity.



lKey Expansion: Par+ 2aJ

I +roke the last column of the previous round key
and move the top byte to the bottom:

@Nexf, 1 run each byfe. fhrough o aubs-ri‘ruﬁon box

fha'r wi“ maop it to some.'rhing e‘se.:
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bey Expansion: Pars QBJ

@I fhen xor -rhe column wifh o 'round cons-ranf'

rthat is different for each round.
/

Fina“y, 1 xor it wi‘l'l"l -rhe. ‘Firs-r co|umn o‘F -rhe.
previous raund key:

New firs+t
COlumn




lKe.y Expansion: Part BI

The other columns are super—easy.* I just xor the
P b4 J
previous column with the same column of the

previous round key. /
E -cl
@ 2 = o,
o\
=1k

Column 'Fr'om

previous new column Ne
pr‘evi ous calumn
round key

* Note that 256 bit keys are slightly more complicated.




Ne.xf. I star+s -rhe in-rerrnedio-re rounds. A round
is_jus-r o seéeries O‘F steps 1 repeat severa| times.
/The numbe.r‘ O'F re.pe-ri'rions de.pencls on -rhe size

of the key.

= ]
Intermediate Round
Round [k,
Repetitions Siie
9 128
|92




Lf(ppb’ing Confusion: Substitute By‘res/

Ideoa #1) to obscure the

I use confusion (B'%
yte. I put each byte

re.lafionship of each
into o substitution box (sbox) which wn|| map

/it to o different byre:

2|63 (74 75' caffe %2 |fs|

b |7a(62/0s] .‘) aflda Mlsb

|12 |od|éH dyfca |d7[43

Fq 79]1S J58] f2/bs[59(6a

/\ ‘—)58-)-> éa ----h.'l“J
— 1 Denotes 4444
- 1
DDDD

Y {"confusion



\f&pp|yin9 Ditfusion, Part I: Shifr Rows

Next I shift the rows to the left

_ Hiiiii yaahl

:DEI"I otes

T_r 'perm utation

.and then wrap
them around
the other side




App|yin9 Di'F'Fusion, Part 2: Mix Columns

I roke each
column and

mix up fhe
bits in it.
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\Applying Key Secrecy: Add Round Kel//

A+ the end of each round, T apply the next round
/key wi*rh an xor:
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In -rhe 'Finad round, I skip -rhe. 'Mix Columns“
s'rep since it wou|dn'-r iNncrease :5e'.¢'.'¢a||r‘i-l'y"b
and wouldjqu slow fhings down:
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Final Round }
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i"'I'I"ne’. di'F'Fusion it wauld Provide wauldn'f 90 to -rhe next round.



...and that's it. Each rouncl I do makes the bits
more confused and diffused. I+ also has the key

impact them. The more rounds, the merrier!
/
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Deferminlns -rhe number‘ o'F rounda a|ways
invo|ve.s several fradeaﬁs.
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Performance
Securify-—? <

.SECMFH')I alwaya comes ot o cost to per"Far‘manc:e.' - Vincen‘r RUmen



When T was being developed, a clever gquy was able
to find a shortcut path through 6 rounds. That's not
good! If you look carefully, you'll see that each bir of
o round's output depends on every bit from two
rounds ago. To increase this diffusion ‘avalanche,

I odded 4 extra rounds. This is my 'secur‘i‘ry rnargin.'
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So in pic‘rures, we have fhis:

Intermediate Roundg

33,

? +®
POD>D
pobb| LT

Final Roun d.’]"




Decrypﬂ_imeans doin_q everything in reverse

/ -
Okl

——

Here the final round’
goes firse.

e Eﬁﬁf]?/%

&undleey size

S

GThe ‘initial round’
goes last

S

9 128
I 192
13 | 256

Add Round Key Inverse
\ 5

@

In verse Subsfifufe

/Byfes

REEK

l

1444
q4 444
dd44 |
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nverse Mix Columna

Inverse Shifr Rows
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One last tidbit: T shouldn't be used os~is, but

ra-rher as o bui|din3 b|ock to0 o decenf 'mode.'
Ve

Cipher"black Chaining
(CBQ)

Electronic Cadebaok Mode

(ECB)
Initialization Input, Input,
Input, Tnpat, Vector (IV) — Jé é
Keyy]AES Key .:, Key—2 Ke?@
\P Oﬂfpﬂﬂ (f')c.t-rpm-r2
Output, Ourpur,

Better

BAD! ]




Moke sense? Did +ha+

answer your que.a-ri on?

/

Almast...exceﬁf you J'ua-r
waved your ands and
used weird analagies.

M‘la‘f really happena?




Another great que.a-rianl I+'s
not har‘d, bu'r... it invo|vea

/ o little... math.

Irn ame.
Brlng T OI"I“

|
Ma-rh is harc:l!
Let' hopping!
/a go shopping
Exit




Act 4: Math!



Come on
Clﬂaa, WHﬂfla
the answer?

TLe-r's 30 back to your‘ algebr‘a clasa.../
/l
XA

I know! ‘oPV :H
I+ a 2x -

} ; Will Ashley
go out
with me?
7‘
ou




lReviewins the Basics...}

—

aquare.

e

*rhe unkn own

mu|-ri |ico.-rian
P

L

{x+ I) = X+ +x+] m
7

addition

polynomial

degre.e.

coe'F'Ficien-r

-

S




We'll change -rhings s|i9|’1‘r|y. In the old way,
coe'F'Ficienfs cou|c| get as big as we wan-red.
_In the new way, they can only be 0 or

Old Way

l\lew Way
12 3%+ Y45x* 67 8x + Ax+|0 PPy
6 & I
= 168¢%687x+0 Rt a4
’\ f /‘ -~ @ The 'new’ add*
Big coefficients I\ T
Small coefficients
Co’e = (e x:a) @ x>
208 ¥
=X
l

*Ni'F-ry Foct: In the new way, addition is the same as
subtraction (e.q.x@x=x-x=0)






