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SHA-3 competition

* ’NIST has opened a public competition to
develop a new cryptographic hash algorithm”

* |nitially 64 entries
* 1%round : 51 candidates

e 2 round : 14 candidates



Blue Midnight Wish(BMW)

* Authors:

* Danilo Gligoroski, Vlastimil Klima and their
tfeam

* Norwegian University of Science and
Technology

* Cryptographic hash function with output size
of n-bits

* 32-bit version supports n & {224, 256}
* 64-bit version supports n € {384, 512}

* Using a block cipher of 16 rounds as part of
the compression function



Algorithm: BLUE MIDNIGHT WISH

Input: Message M of length [ bits, and the message digest size n.
Outpub: A message digest Hasli, that is n bits long.

1. Preprocessing

(a) Pad the message M.

(b} Parse the padded message into N, m-bit message
blocks, MU, AMI21 . MINI,

(c) Set the initial value of the double pipe H'"'.
2. Hash computation

Fori = 1to N
I
[H f':M[” yli- 1y,
[H = f (M, {ii-1) Q’[”Jr
H“-‘ = fa(m, Q" );
|

3. Finalization

firal _ fo(H™), CONSTfnal);
Q.Fllrri'! f] {H[H]_, C‘DNS Tlr”m.! Qﬂlr:‘i‘!::l;
H.Fur.-i-! . fz{H“‘"-‘ Fun-i-! Q.Fun-i-!

4. Hash =Take_n_Least_Significant_Bits(H/ "),



BMW general scheme

M — message block
H - chaining input

fO 1s a permutation

with input M xor H = Q

f1 is a multi-
permutation with
inputs M and Q

f2 1s a compression
on input M and Q
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Tweaks to the 2™ round

* Tweaks apllied to fo and f

* fo - rotation for chaining input H is added

* f1 - chaining value H is added to the input



Compression function : fo

fo : £0,115" —» {0, 1}

Input: Message block M = EM,:ﬂ“, M';“ ..... M{?}l and the previous double pipe H'~! = (H|) o HE" s H]; Yy

Output: First part of the quadruple pipe Q,, - [Q“" Q;”_...; E:}

1. Bijective transform of M!) g Hli=1);
W = MPeHI) - MPeHIT) + MBeHIY) + MOsHEY) + (MY eH(D)
wh = MPeHY) - [M“‘r H™y + ilesf™) + {Mi‘; ey - MEPeHLD™
W' = My eH ) + (MPeH") + MJeH V) - MEeH;) + (M®H;")
wi! My e Hy ) — (M) e A+ MPerl) - wMOertY) + Mben()
Wi {M""’ & H' } + MPeH!™) + MPaH!) - (MPgaHIY) - MUerY)
W) = PeHT) - Peri ) + MBenb) - MPeniY) + Mol
wi = (M7 g T 1} - WmPer - MPer") - MPeH!Y) + WMUeHY)
mr”' o {M I:I"I'H } - fM;h o HE"”} N [.n'l..-']".';' & H;;r‘ ”]I - {M"‘:'-]- Hfa ]IJ N {ME}:'*- H{L-l}}
w;“ - 1M*f"’ ® Hy' 1-} (MY @ HY M) (ME @ HETY 1M“” i u“ H) (M @ HIE
wy! = {Mi',”(r Hy ) - ’eH™) + (MJaHT") - {;»1”1 H” My + MPeHE™)
Wi/ {M”:'r; Yy - MPer™™ - e Hj""”} - (MPaEYY + (Mg H'l',';“*}
Wit (M ” " = MUsH™™ = (Mf;' eH ™) - MPa Hf‘ "y + MPeHS™)
Wy = (M ”fr H' 1} + (M aH{Y) (M @ HIY) (M" @ uf,‘ Yy + (MY el
Wy = {M"*‘ Hé' y 4 MPer™Y) 4+ @t H“‘”; + MPedlTY) + {M;'E aH ")
Wi (ML @ } - MPem™) + MPeH{™) - MeH™) - M eHL")
Wis = {M{‘J-- D) — MPeHl™) - MOaHIY) - MOeHY) + MOeHLY)

2. Further bijective transform of W}’-',j =0 e 1
|::25[}:'] - Sﬂ{wtgf']] + HE‘I—_I:I; Q{n’] i {.'1-} s H{r—l'l Qéiil e Eszér']] 2 H;_’J'—'JJ; Q{r] . w{f-lr'} s H_ii_”;
Q) = sa(W;") + H Y, Q{”=s[}cw§,”}+Hg' D Q) = (W) +H Y Q)Y =51cw{”:r+f~f“ &
qu ol {wqr']] 1 Hé’a‘—i]; Q{r] - 54(W£51} i H{{r'.—ll; QH}] =5{:{rW{:{§.]] + HH—H; Q{’] =b1(wfer} i H i
Q) = 2 WD) + HE™, @ = so W)+ HE Y, Qlf = es WD) + HED, QR = oowid) + 1)



Compression function : f

fl : {{};l}ﬁur g {U,l}"”

R

] ) 1) {i=1} L (i—1})

Input: Message block M = (M,’,M,",..., M;:), the previous double pipe H'"V = (H, ', H,
the first part of the quadruple pipe oL = ( q[}”, Qif:', R Q:;’j_
Outpuk Second part of the quadruple pipe QE:? = '1;_:, Q'!f.' _____ Lj__]';!]l

| and

=
=

1. Double pipe expansion according to the tunable parameters ExpandRotnds, and ExpandRounds;.

1.1 Forii = 0to ExpandRounds; — 1
QY — expand, (ii + 16)

fi+16
1.2 For ii = ExpandRounds to ExpandRoundsy + ExpandRounds, — 1

QE_*']I 16 = expands,(ii +16)



BMW224/BMW250

BMW3s4/BMW512

splx) = SHRY(x) &b SHLY x) & ROT L} x) b ROTL™(x)
s1(x) = SHRY{x) @ SHL?(x) @ ROT LY x) & ROTL®(x)
sa(x) = SHRZ(x) b SHLY(x) &b ROTLY3(x) & ROT L3 x)
s1(x) = SHR?(x) & SHL2(x) & ROTLY(x) & ROTL®(x)
sg(x) = SHRVx) P x

ss(x) = SHR?(x) @ x

nl(x) = ROTL¥x)
ra{x) = ROTL?(x)
r3(x) = ROTLP(x)
rylx) = ROTLY@(x)
rs(x) = ROTLY(x)
rs(x) = ROTL®(x)

rz(x) = ROTLY (x)
AddElement(j) = (ROTLIFV(M[) + ROTLIFHI(M{),)

3 LRI A glE) . (1)
o} | ['I:!J1 t}lu:‘ + !‘ltﬂjﬂn] T 53({'!_,: I—J1I-'|:' r Ful“ﬂjﬂ"
- a @y w0l + @l  mal

i e | i i
+oa@ly @)+ st il
+ AddElement]j— 16}

expmdrlj) = Q7 +n@ 0+ @y 4y
¢ 2 Pl + Qg + iRy
+ QA s+ g + sl
b o7, + (@) +5(0) + sl

¢ Add Element{j — 16)

sp(x) = SHRV(x) p SHLY x) & ROTL¥{x) & ROTLY [ x)

s1(x) = SHRY(x) ® SHL?(x) ® ROTLY(x) & ROTLY(x)

s3(x) = SHRE2(x) b SHLY x) & ROTLY{x) & ROTLP( x)

s3(x) = SHR2(x) & SHL2(x) & ROTL®(x) & ROTL®(x)

s4(x) = SHRY(x) & x

s5{x) = SHR*(x) & x

ri(x) = ROTL5(x)

ra(x) = ROTL" (x)

r3(x) = ROTL¥ (x)

ry{x) = ROTL®(x)

rs(x) = ROTL¥ (x)

re{x) = ROTL¥{x)

rz(x) = ROTL®(x)

AddElement(j) = (RQTLU“?[M;"}] + ROTLIF4( ML)

~ ROTLEW(MY), o) + Kig) © HY

expndiif) = s Q7 +a(Q s )+ sl
Pooai@ly  eai@l ) F sl g+ sl
boooalQly sl +alQlg + Q)

i il ] i
+oa(Qly  #al@ly + sl + w@l)
+ AddElement] j— 16)

epandy(j) = Q7 4@l @y +nily)
+ oy e )r @l + @ty
+ Qs +n@+ QY+’
+ Q}I_I,t + rel j'll.]:l.:' + s+l@}i_]1i + sy,!ﬂ:i-i_]ﬂ

¢ Add Elentent(j — 16)



Compression function: fo

Folding f : {0,113 — {0,1}"

Input: Message block MU = (Mg, M, .., ML),

0’
quadruple pipe Q') = (Qy”. Q") . . Q“' o s Q)
Output: New double pipe HY) = ()", 1", ., HI!).

1. Compute the cumulative temporary variables XL and X H.

s (' 14} : T 1)
XL Q. & QF @ ... & Q4
x H f :':L : Q”I -';'E QIJI ..:.. i _.E._ Q“I

2. Compute the new double pipe H.

Hy (SHL3(xH) & SHRS(Q) & MY)  + (xLe o) @ Q)
H' = (SHR(XH) & SHIH Qi) @ M) + (xLe Qe “'j
A = (s&rmﬂ:xm s SHLHQL)) @ Mg") + (XL 1 & 'j
A = (SHR'U{H; & SHLS(Q!)) & Mg‘f') + (;-:L ol a Q“'j
A = (sHR*xm e Q) eM{’) + (xLe Qe Q':“)
HYY = (sHLS(xH) @ SHRO(QY) @ My)  + (xLe Qe af’)
aib - (sHRY(xH) & SHISQW) e M) + (xLe Q%H = “'j
HY = (SHRY(XH) & SHIX QL) & M) + (xLe Qi e Q'J'j
[ _ ] 1 . 1) A T i)
Hl" = rROTLY(HL) (xkre Q] eM) + (sHLYXL)eQleqQ))
[ _ Lib ¢ 1) T . rn 1) o & IJI T |_JI
Hl' =ROTL H;"} {XH 3 ol : Mq":] (s;—m (XL) @ . )
H,’:; =ROTLU(H}) + {xn s Qi -';*-M'i‘l;:] + [:SHL‘-'*{XU : QI“,; EI:}']
H{ =ROTL(H)") + (xHe @ eMl]) + (sHLYxL)®ofeQ))
H{) =ROTL3(H") + (xHe o eMy) + (SHR(XL)s Q:;' = Qi )
] (4] - (1] 1] . [
H{) =roTL(H") + (xHe Qi eMl) + (SHRYXL)®Qje Q)
HY =rOTLS(H)) + {XH e Q@ eM)) + (sHR'(xL)s Qe Q)
H{D =ROTLS(H) + {XH a qQf e M[I‘_;') + (SHRE(XL; ol & l“j




Security claims

Collision resistance of approximately bits, n/2
Preimage resistance of approximately n bits

Second-preimage resistance of approximately n
— k bits for any message shorter than 2"k bits

Resistance to length-extension attacks
Resistance to multicollision attacks



S.Thomsen attacks

* Pseudo-cryptanalysis on original BMW
* Showed the scenario how to attack BMW with
the following complexities:

* Near-collision attack 2*14
* Pseudo-collision attack 2*(3n/8 +1)

* Pseudo-(second) preimage attack 2*(3n/4+1)

where n is the length of the input



S.Thomsen attacks(cont.)

* Near-collision attacks

* The strategy is to search for difference patterns of
the last few words of W, such that these differences
do not spread too much in the last few rounds of
and f2

* Pseudo attacks

* The idea is to fix some of the output words
Q(16,...,31),then 2 becomes simple. Thus fixing
one of the input value attacker is controlling some
of the words of chaining input H.



S.Thomsen attacks(cont.)

* Complexity:
- Controlling 2 output words:

- Pseudo-collision attack 2*(7n/16)
- Pseudo-preimage attack 2*(7n/8)
* Controlling 4 output words:

- Pseudo-collision attack 2*(3n/8 +1)
- Pseudo-preimage attack 2*(3n/4 +1)

Variant  Pseudo-collision Pseudo-(second) preimage

BMW-224 2?‘*1 (2112) 20k (2559)
BMW-256 i [0 (2°)
BMW-384 219“"‘ (2193 290 (2%%)
BMW-512 2192 (2256) 1 (2°1%)




Rotational analysis

Relatively new type of analysis

_ooking at the propagation of rotational pair((x,x
<<<r)) through some transformation.

Rotational input produces rotational output with
some probability

Reduces the complexity of obtaining the original
message

BMW-512 : 2 A 223.5



Conclusion

* Attacks presented by Thomsen are infeasible

* Further investigation concerning rotational
analysis is needed
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Thank you!

Questions?
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