
Hannah Miller Advanced Crypto HW01 2020-02-04

1 Problem statement

ElGamal. Decrypt the ciphertext from the table 7.4 page 305 (6.3 page 278 in the third edition),
which was obtained by an application of the ElGamal Cryptosystem 7.1 page 257 (6.1 page 235).
The parameters of the system are p = 31847 = 1+ 2 · 15923 (15923 is prime), α = 5, a = 7899, and
β = 18074. Each element of Zp in the range (0,17575) represents three alphabetic characters as in
Exercise 6.13 page 247 (5.12 page 227). You have to use square-and-multiply algorithm for modular
exponentiation, and the Extended Euclid Algorithm or other not-by-force algorithm for calculating
modular inverses. You may use parts of the code from previous course assignments.

Shanks. What are the secret values of parameter k used for encryption? Use both Shanks’s
algorithm and brute force (for verification) to find them. Note that k’s are not needed for the
decryption. In this toy example, they can be found with the help of any discrete logarithm algorithm.
Find the first 30 values of k.

2 Brief explanation

2.1 ElGamal

Definition. Let p be a prime such that the Discrete Logarithm problem in (Z∗
p, ∗) is infeasible,

and let α ∈ Z∗
p be a primitive element. Define the set of all keys K as

K = {(p, α, a, β) : β ≡ αa mod p}. (1)

The values (p, α, β) are the public key, and a is the private key.

Encryption. For K = (p, α, a, β), a plaintext message x, and a secret random number k ∈ Zp−1,
we define the encryption function eK as

eK(x, k) = (y1, y2), (2)

where

y1 = αk mod p and (3)

y2 = xβk mod p. (4)

Decryption. The public key is (p, α, β) = (31847, 5, 18074), and the private key is a = 7899. The
ElGamal decryption function is given by

dK(y1, y2) = y2(y
a
1)

−1 mod p, (5)

and we substitute the given values into this:

dK(y1, y2) = y2(y
7899
1 )−1 mod 31847 (6)
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2.2 Shanks

We give Shanks’s algorithm below. This solves for a in

αa = β mod p. (7)

In this problem, we know α = 5 and p = 31847. We also know y1 = αa mod p. So given a
known y1, we solve for a in

y1 = 5a mod 31847. (8)

Algorithm 1 Shanks’s algorithm for (G, p, α, β). This operates on Zp.
1: m← d√pe
2: For all 0 ≤ j ≤ m− 1, compute αmj mod p.
3: For all 0 ≤ i ≤ m− 1, compute β · (α−1)i mod p.
4: Sort the m ordered pairs (j, αmj mod p) and (i, β · (α−1)i mod p) w.r.t. the second coordinate

to create lists L1 and L2.
5: Search for identical second coordinates in L1 and L2; i.e. find two pairs such that y’s are equal.

So find (j, y) ∈ L1 and (i, y) ∈ L2.
6: Compute a = logα β = (m · j + i) mod (p− 1).
7: return a

3 Original plaintext (with spaces and punctuation)

She stands up in the garden where she has been working and looks into the distance. She has sensed
a change in the weather. There is another gust of wind. A buckle of noise in the air and the tall
cypresses sway. She turns and moves uphill towards the house climbing over a low wall, feeling the
first drops of rain on her bare arms she crosses the loggia and quickly enters the house.

4 List of recovered values of k

(The Shanks method and the brute-force method give the same values of k.)

k00 29705 k15 25197
k01 28841 k16 31568
k02 18076 k17 22194
k03 21011 k18 18381
k04 478 k19 21976
k05 1576 k20 3815
k06 20710 k21 23219
k07 29302 k22 22519
k08 29115 k23 11024
k09 29705 k24 5312
k10 2500 k25 17622
k11 7195 k26 16220
k12 11446 k27 15385
k13 23119 k28 25967
k14 17240 k29 478
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5 Source code

Listing 1. crypto-hw01.c

1 // Advanced Crypto HW01 // Hannah Miller // 2020-01-29
2 //
3 // To run
4 // clang crypto-hw01.c -lm -o crypto-hw01.out
5 // ./crypto-hw01.out
6
7 // Standard libraries
8 #include <limits.h>
9 #include <math.h>

10 #include <stdio.h>
11 #include <stdlib.h>
12 #include <string.h>
13
14
15 ////////////////////////////////////////////////////////////////
16 // Square-and-multiply algorithm for modular exponentiation.
17 // This computes r = (x^a) mod p.
18 //
19 // Possibly useful:
20 // https://graphics.stanford.edu/~seander/bithacks.html
21 //

http://www.mathcs.emory.edu/~cheung/Courses/255/Syllabus/1-C-intro/bit-array.html
22 //
23 int sqmult(int a, int p, int x) {
24 if (a==0) // check if a=0 (used in Shanks)
25 return 1; // n^0 = 1, so just return that
26
27 int t = ceil(log2(a)); // max index of exponent in base 2
28 int r = x; // initialize; first bit is always 1
29
30 for (int i=t-1; i>0; i--) { // scan MSB-1 to LSB
31 //printf("i, %d\n", i);
32 r = (r*r) % p; // always square r and take mod p
33 if (a >> (i-1) & 1) // if the exponent bit is 1...
34 r = (r*x) % p; // ...then also multiply by x and take mod p
35 }
36
37 return r; // return the remainder
38 }
39
40
41 ////////////////////////////////////////////////////////////////
42 // Compute inverses using the EEA.
43 //
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44 // Input : Positive integers r0 and r1 with r0 > r1.
45 // Output : Pointer to an array with both inverses.
46 // Computes 1 = s*r0 + t*r1.
47 //
48 int * compute_inverses(int r0, int r1) {
49
50 // Enforce the r0 > r1 condition
51 if (r0 < r1) {
52 int tmp = r0;
53 r0 = r1;
54 r1 = tmp;
55 }
56 //printf(" check: r0, %d, r1, %d\n\n", r0, r1);
57
58 // Initialize
59 int s[3];
60 int t[3];
61 int r[3];
62
63 s[0] = 1; s[1] = 0;
64 t[0] = 0; t[1] = 1;
65 r[0] = r0; r[1] = r1; r[2] = r0 % r1;
66
67 // Loop
68 while (r[2] > 0) {
69 // Compute
70 r[2] = r[0] % r[1];
71 int q = (r[0] - r[2]) / r[1];
72
73 s[2] = s[0] - q * s[1];
74 t[2] = t[0] - q * t[1];
75
76 // Update
77 s[0] = s[1]; s[1] = s[2];
78 t[0] = t[1]; t[1] = t[2];
79 r[0] = r[1]; r[1] = r[2];
80
81 // Print
82 //printf("r0, %+04d, s0, %+04d, t0, %+04d\n", r[0], s[0], t[0]);
83 }
84
85 // Check for negative inverses and update if required
86 if (s[0] < 0)
87 s[0] = s[0] + r1; // s0 = r0^-1
88 if (t[0] < 0)
89 t[0] = t[0] + r0; // t0 = r1^-1
90
91 // Print the final answer
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92 //printf("\nout of loop: r0, %d, s0, %d, t0, %d\n\n", r[0], s[0], t[0]);
93
94 // Declare the output array
95 static int out[2];
96 out[0] = s[0]; // r0 inverse
97 out[1] = t[0]; // r1 inverse
98
99 return out;

100 }
101
102
103 ////////////////////////////////////////////////////////////////
104 // Given an integer a, compute the 3-letter string from its "base 26"
105 // representation as shown in ./slides/02-ElGamal-Shanks-dl0.pdf
106 //
107 void num2str(int a) {
108 int r; // remainder in a = q*b + r ==> a = q*26 + r
109 char s[3]; // the output string
110
111 for (int i=3; i>0; i--) { // count down to fill the array nicely
112 r = a % 26; // compute the remainder
113 a = (a-r)/26; // shift the string by dividing by 26
114 //printf("i-1, %d, r, %02d, a, %02d\n", i-1, r, a);
115 s[i-1] = r+65; // put the character into the `s` array
116 }
117
118 printf("%s\n", s); // print the result
119
120 /* for (int i=0; i<3; i++) */
121 /* printf("%s", *s[i]); */
122
123 }
124
125
126 ////////////////////////////////////////////////////////////////
127 // Part 1: Decrypt using ElGamal.
128 // This computes d_K = [y2 * (y1^a)^{-1}] mod p.
129 //
130 int decrypt_elgamal(int a, int p, int y1, int y2) {
131 int y1exp = sqmult(a, p, y1); // y1^a
132 int *ii = compute_inverses(p, y1exp); // compute (y1^a)^{-1}
133 int y1expinv = *(ii+1); // pick out (y1^a)^{-1}
134 int d_K = (y2 * y1expinv) % p; // decrypt
135
136 //printf("y1, %d, y1exp = y1^a, %d, y1expinv, %d, check, %d, d_K, %d\n",
137 // y1, y1exp, y1expinv, (y1exp*y1expinv) % p, d_K);
138
139 /* // Print output */
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140 /* printf("y1, %05d, y2, %05d, d_K, %05d\n", y1, y2, d_K); */
141 /* num2str(d_K); // print the plaintext */
142
143 return d_K;
144 }
145
146
147 ////////////////////////////////////////////////////////////////
148 // `compare` function for sorting
149 // Copied from https://stackoverflow.com/a/1791064
150 int compare_function(const void *a,const void *b) {
151 int *x = (int *) a;
152 int *y = (int *) b;
153 return *x - *y;
154 }
155
156 ////////////////////////////////////////////////////////////////
157 // Part 2: Shanks
158 //
159 // e_K(x,k) = (y1,y2) where y1 = alpha^k mod p and y2 = x*beta^k mod p
160 // publicly known : (p, alpha, beta)
161 // private key : a, which is known by Bob
162 // chosen by Alice : k, which is used in encryption but *not* in decryption
163 //
164 // We use this code to find the k chosen by Alice.
165 //
166 // y1=3781 and y2=14409
167 // y1 = 3781 = 5^k mod 31847
168 // y2 = 14409 = (x*18074^k) mod 31847
169 // x is the message (as a digit) that we now know
170 //
171 int shanks(int alpha, int beta, int p) {
172 int m = ceil(sqrt(p));
173 //printf("m, %d\n", m);
174
175 // Initialize the lists
176 int L1[m-1][2];
177 int L2[m-1][2];
178
179 // Compute the inverse of alpha first
180 int *ii = compute_inverses(p, alpha); // compute alpha^{-1}
181 int alphainv = *(ii+1); // pick out alpha^{-1}
182
183 // Perform the loops
184 for (int j=0; j<(m-1); j++) {
185 //printf("m*j, %d\n", m*j);
186 int r_alpha = sqmult(m*j, p, alpha);
187
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188 // Put (r_alpha, j) into L1 [opposite of the notes, but it's fine]
189 L1[j][0] = r_alpha;
190 L1[j][1] = j;
191
192 //printf("j, %d, r_alpha, %d\n", j, r_alpha);
193 }
194
195 for (int i=0; i<(m-1); i++) {
196 // Compute (alpha^{-1})^i mod p
197 int alphainv_to_i = sqmult(i, p, alphainv);
198
199 // Compute beta * (alpha^{-1})^i mod p
200 int r_beta = (beta * alphainv_to_i) % p;
201
202 // Put (r_beta, i) into L2 [opposite of the notes, but it's fine]
203 L2[i][0] = r_beta;
204 L2[i][1] = i;
205
206 //printf("i, %d, r_beta, %d\n", i, r_beta);
207 }
208
209 // Sort to create lists L1 and L2
210
211 /* // Print the un-sorted array to check */
212 /* printf("xxxxxxxxxxxxxxxx\nL1 un-sorted\n"); */
213 /* for (int k=0; k<m-1; k++) */
214 /* printf("%d, %d\n", L1[k][0], L1[k][1]); */
215 /* printf("xxxxxxxxxxxxxxxx\nL2 un-sorted\n"); */
216 /* for (int k=0; k<m-1; k++) */
217 /* printf("%d, %d\n", L2[k][0], L2[k][1]); */
218
219 // Sort the arrays in-place
220 qsort(L1, sizeof(L1)/sizeof(*L1), sizeof(*L1), compare_function);
221 qsort(L2, sizeof(L2)/sizeof(*L2), sizeof(*L2), compare_function);
222
223 /* // Print the sorted arrays to check */
224 /* printf("xxxxxxxxxxxxxxxx\nL1 sorted\n"); */
225 /* for (int k=0; k<m-1; k++) */
226 /* printf("%d, %d\n", L1[k][0], L1[k][1]); */
227 /* printf("xxxxxxxxxxxxxxxx\nL2 sorted\n"); */
228 /* for (int k=0; k<m-1; k++) */
229 /* printf("%d, %d\n", L2[k][0], L2[k][1]); */
230 /* printf("xxxxxxxxxxxxxxxx\n\n"); */
231
232
233 // Search for identical coordinates in L1 and L2
234 int i1 = 0; // index into L1
235 int i2 = 0; // index into L2
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236 int j = 0; // search for this
237 int i = 0; // search for this
238
239 //for (int k=0; k<(m-1); k++) {
240 int looking = 1; // are we still looking?
241 while ( (i1 < (m-1)) && (i2 < (m-1)) && looking ) {
242 // Values
243 int v1 = L1[i1][0];
244 int v2 = L2[i2][0];
245
246 //printf("v1, %d, v2, %d\n", v1, v2);
247
248 // Logic to find v1 = v2
249 if (v1 < v2)
250 i1++;
251 else if (v1 > v2)
252 i2++;
253 else {
254 j = L1[i1][1];
255 i = L2[i2][1];
256 //printf("v1, %d, v2, %d\n", v1, v2);
257 //printf(" j, %d, i, %d\n", j, i);
258 looking = 0; // update the flag
259 }
260 //printf("v1, %02d, v2, %02d\n", v1, v2);
261 }
262
263 // Compute the answer a = log_alpha(beta) = (m*j + i) mod (p-1)
264 int a = (m*j + i) % (p-1);
265
266 /* // Check */
267 /* // Find `a` that satisfies alpha^a = beta mod p */
268 /* int r = sqmult(a, p, alpha); */
269 /* printf("beta, %d, r, %d, (these should be equal)\n", beta, r); */
270
271
272 // Return
273 return a;
274 }
275
276
277 ////////////////////////////////////////////////////////////////
278 // Compute the values of k via brute force
279 //
280 int dl_brute_force (int alpha, int beta, int p) {
281
282 int k=1; // exponent value k
283 int alphaexp = sqmult(k, p, alpha);
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284
285 while (alphaexp != beta) {
286 k++;
287 alphaexp = sqmult(k, p, alpha);
288 }
289
290 //printf("k, %d\n", k);
291 return k;
292 }
293
294
295 ////////////////////////////////////////////////////////////////
296 // Functions to check
297
298 void check_num2str () {
299 printf("\n\nchecking num2str...\n");
300 num2str(2398); // should be DOG
301 num2str(1371); // should be CAT
302 num2str(17575); // should be ZZZ
303 }
304
305 void check_inverses () {
306 printf("\n\nchecking compute_inverses...\n");
307 int r0 = 776;
308 int r1 = 333;
309 int *out = compute_inverses(r0, r1);
310 printf("r0, 776, inverse should be 221, %d\n", *out);
311 printf("r1, 333, inverse should be 261, %d\n", *(out+1));
312 }
313
314 void check_elgamal () {
315 printf("\n\nchecking decrypt_elgamal...\n");
316 int a = 7899;
317 int p = 31847;
318 int y1 = 3781;
319 int y2 = 14409;
320 decrypt_elgamal(a, p, y1, y2);
321 }
322
323 void run_elgamal () {
324 printf("\n\nrunning decrypt_elgamal...\n");
325 int a = 7899;
326 int p = 31847;
327 int y1;
328 int y2;
329 FILE *fptr;
330
331 fptr = fopen("ElGamalcipher","r");
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332 for (int i=0; i<102; i++) {
333 fscanf(fptr,"%d", &y1);
334 fscanf(fptr,"%d", &y2);
335 //printf("%d, %d\n", y1, y2);
336 decrypt_elgamal(a, p, y1, y2);
337 }
338 fclose(fptr);
339 }
340
341 void run_shanks_tiny_test_case () {
342 // Find `a` that satisfies alpha^a = beta mod p
343 // Example:
344 // 3^10 = 59049 = 8 mod 17
345 // int a = (m*j + i) % (p-1);
346 // m=5; j=2; i=0 ==> 10 % 16 (this is right!)
347
348 printf("\n\nrunning shanks tiny test case...\n");
349
350 int alpha = 3;
351 int beta = 8;
352 int p = 17;
353
354 int a = shanks(alpha, beta, p);
355
356 printf("\n\nanswer `a` from Shanks, %d, (should be 10)\n\n\n", a);
357 }
358
359 void run_shanks () {
360 // Find k that satisfies y1 = alpha^k mod p
361
362 printf("\n\nrunning shanks...\n");
363
364 //int a = 7899;
365 int p = 31847;
366 int alpha = 5;
367 //int beta = 18074;
368
369 int y1;
370 int y2;
371 FILE *fptr;
372
373 fptr = fopen("ElGamalcipher_first30","r");
374 for (int i=0; i<30; i++) {
375 fscanf(fptr,"%d", &y1); // y1 = alpha^k mod p
376 fscanf(fptr,"%d", &y2); // y2 = (x*beta^k) mod p
377 int beta = y1; // rename for notational consistency
378 int k = shanks(alpha, beta, p);
379 printf("k%02d, %05d\n", i, k);
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380 }
381 }
382
383 void run_brute_force () {
384
385 // Small values for testing
386 //int alpha = 3;
387 //int beta = 8;
388 //int p = 17;
389
390 int p = 31847;
391 int alpha = 5;
392
393 int y1;
394 int y2;
395 FILE *fptr;
396
397 fptr = fopen("ElGamalcipher_first30","r");
398 for (int i=0; i<30; i++) {
399 fscanf(fptr,"%d", &y1); // y1 = alpha^k mod p
400 fscanf(fptr,"%d", &y2); // y2 = (x*beta^k) mod p
401 int beta = y1; // rename for notational consistency
402 int k = dl_brute_force(alpha, beta, p);
403 printf("brute-force k%02d, %05d\n", i, k);
404 }
405
406 }
407
408
409 ////////////////////////////////////////////////////////////////
410 // Call the functions here
411 //
412 int main() {
413 // Check functions
414 check_num2str();
415 check_inverses();
416 check_elgamal();
417
418 // Run the decryption
419 run_elgamal();
420 run_shanks_tiny_test_case();
421 run_shanks();
422 run_brute_force();
423 }
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