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The discrete logarithm problem in Zj

Problem Instance [ = (p,a,B), where p is prime, @ € Z; is a
primitive element, and 8 € Z;,°.

Objective  Find the unique integera, 0 <a < p— 2, such that
a® = f (mod p).

We wil' denote this integer a by log,, 8.

E eliphic cunve
PR ¢E, fm‘h'fs
Find k Such ‘Mz‘f‘ @= kP
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B The Generalized Discrete Logarithm Problem
* Given is a finite cyclic group G with the group operation = and cardinality n.
* We consider a primitive element a € G and another element 8 £ G.

* The discrete logarithm problem is finding the integer x, where 1 < x < n, such
that:

B=avacas- ..ca=a
| )

1
x times
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Elliptic Curves over the Reals

Definition 6.3:  Let a,b € R be constants such that 4a® + 2762 # 0. A
‘non-singular elliptic curve is the set E of solutions (z,y) € R x R to the
equation ' :

¥ =z +az+bh (6.4)

H together with a special point O called the point at infinity.
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Elliptic Curves Modulo a Prime

Definition 6.4:  Let p > 3 be prime. The elliptic curve yvP=ua2+az+0b
over Zy is the set of solutions (2, y) € Z, x Zj to the congruence

y? = 23+ az + b (nod p), (6.6)

where a,b € Z, are constants such that 4a® + 276 Z 0 (mod p), together
with a special point O called the. point at infinity.

L4

Fl

P= (u:liyl) Q = (:c%y?)

If 29 = x; and Y2 = —¥Yi1, thenP+Q = O

P +Q = (23, ys), where

yz = Mz — £3) — Y,

(y2 — v1)(z2 — 1)}, fP#Q
' { (3z,2 +a)(2m)"Y, P =Q

P+9=0+P=P



B Computations on Elliptic Curves (ctd.)

" In cryptography, we are interested in elliptic curves
module a prime p:

Definition: Elliptic Curves over prime fields

The elliptic curve over Z,, p>3 is the set of all
pairs (x.y) € Z, which fulfil
y2=x?+ax+bmodp
together with an imaginary point of infinity 6,
where a,b EZIIJ and the condition
4a3427b2 # 0 mod p.

®* NotethatZ, ={01,..., p -1} is a set of integers
with modulo p arithmetic

Y

~
_
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I)cf.,mn& P+&

Suppose P, @ € E, where P = (x1,y1) and Q@ = (z2,y2). We consider three
cases:

1. 2y # 22

2. zy =z and Y1 = —y2

3. ry = T2 and Y1 = Y2

In case 1, we define L to be the line through P and Q. L intersects E in the
two points P and @, and it is easy to see that L will intersect F in one further

point, which we call R'. If we reﬂecl_ Rlin the z-axis, then we get a point which
we name R. We define P+ @ = R. '

0 - t'nf.:nig) ?1’0-304' P=P
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B Computations on Elliptic Curves (ctd.)

= Generating a group of points on elliptic curves

based on point addition operation P+Q =R, i.e.,
(XpYp)t(Xa¥a) = (Xr YR

= Geometric Interpretation of peint addition operation

" Ellihtic Curve Point Addition and Doubling Formulas

10724

® Draw straight line through P and Q, if P=Q use

tangent line instead

= Mirror third intersection point of drawn line with

the elliptic curve along the x-axis

X3 = 8% X=X, mod p and y; = s(x; ~xz)=y, mod p
where

i ::I' mod p ; if P # Q (point addition)
= 3.tjy-+|a mod p ; if P = Q (point doubling)

P-p
i
| Point Addition
|
[\ .

_

4

X
|

( |
1

%Point Doubling
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Example 6.7 Let E be the elliptic curve y? = z° + = + 6 over Zn.

I=3wed Y

;__9 4 (11+1)/4 .mod 11=+z>mod1l. & f{ hd’“
in aclion secp 25¢k |

2% + 2 + 6 mod 11 | quadratic residue? | y

X

0 6 no

1 8 no

2 ) yes 4,7

3 3 yes 5,6

4 8 no

5 4 yes 2,9

6 8 no

7 4 yes 2,9

8 9 yes 3,8

9 7 no

10 4 yes 2,9
a = (2,7) 20 = (5,2) 3a = (8.3
do = (10,2) ba = (3,6) b = E’?,g;
o = (7,2) Sfa = (3,5) 0o =— (10,5)
o = (8,8) lle = (5,9) 12 = (2,4)



Example: Let E be the elliptic curve y2 = x® + x + 1 over
Z,7- Lets find the points on E.

X X%+ x+ 1 quad. residue? y
0 1 yes 1,16
1 3 no
2 11 no
3 14 no
4 1 yes 1,16
5 12 no
6 2 yes 6,11
7 11 no
8 11 no _
9 8 yes 5,12
10 8 yes 5,12
11 0 DNA 0
12 7 no
13 1 yes 1,16
14 & 5]
15 8 yes 5,12
16 16 yes 4,13

Thus E has 18 pcints on it. Fhey are { (0, 1), (0, 16), (4, 1),
(4,16),(6,6), (6, 11),(9,5), (9, 12), (10, 5 ), ( 10, 12),
(11,0), (13,1), (1%, 16), (15, 5), (15, 12), (16, 4 ),
(16,13), 0 }.

Is E cyclic?\—’\ "fi'ég,

& d@m@rﬂg



Elliptic curve y? = x® + x + 1 example cont'd:

Leta =( 0, 1). We compute the multiples of «.

a=(0,1) 10 =(15,5)
200 =(13, 1) t1a=(6, 11)
3a=(4,16) 120 = (10, 5)
4a=(9, 12) 13a. = ( 16, 13)
S5a =(16, 4) 14a=(9,5)

6a = (10, 12) 1500 =(4,1)

7a=(6,6) 16 = (13, 16)
Sa = (15, 12) 17 =(0, 16)
9a = (11, 0) 18a =0

We can now compute an example of the ElGamal encryption
using this elliptic curve:

Suppose that a = ( 0, 1 ) and Bob’s secret exponent is a = 5,
so
B=5a=(16,4).

Encryption is
ex( X, k) =(k(0,1), x+k(16,4))
where xe Eand0<k< 17.
Decryption is
de (Y1, Y2 ) = Y5 - 5y,

Try encrypting and decrypting the message ( 15, 12 ).



B Computations on Elliptic Curves (ctd.) YZ o x3 +2x +Z
ovey 2)7

® The points on an elliptic curve and the point at infinity 8 form cyclic subgroups

2P = (5,1)+(5,1) = (6,3) 11P = (13,10)

3P = 2P+P = (10,6) 12P=(0,11) & :7&
4P = (3,1) 13P = (16,4)

5P = (9,16) 14P = (9,1) \L
6P = (16,13) 15P = (3,16) ¥

7P = (0,6) 16P = (10,11)

8P = (13,7) : 17P = (6,14)

9P = (7.,6) 18P = (5,16)

10P = (7,11) 19P =6

This elliptic curve has order #E = |E| = 19 since it contains
19 points in its cyclic group.

P=(51)
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POINTCOMPRESS(P) = (z,y mod 2), where P = (z,y) € E.

POINTCOMPRESS : E\{O0} —= Z, x Z,,

1)
p =2 med 4 = y=2 (P* /qmwf.

P

Algorithm 6.4: POINTDECOMPRESS(z, )

W ze—234+ar+bmodp

if z is a quadratic non-residue modulo p
then return (“fajlure”)

Y+ +/zmodp

ify =14 (mod 2)
then return (z, y)
else return (z,p — y)

else
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