The Data Encryption Standard (DES)

NBS M72 awli:

1. It must provide a high level of security.
2. It must be completely specified and easy to understand.

3. The algorithm itself must provide the security; the security showld not depead on
the secrecy of the algorithm.

4. It must be available to all users.

5. It must be adaptable for use im diverse applications.

6. It must be econamical to implement in electronic devices.
7. It must be efficient to use.

8. It must be able to be validated.

9. It must be exportable.
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Figure 4.5: The DES Function f(R;—1, K:).
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DES s-boxes from FIPS-46-2
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Giectronis Frontier Foundation '

EFF press release (July 17, 1998): EFF Builds DES
Cracker that proves that Data Encryption Standard is
imsecure
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Modes of Operation

e electronic codebook mode (ECB mode),

e cipher feedback mode (CFB mode),

e cipher block chaining mode (CBC mode), and
o output feedback mode (OFB mode).
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