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Military Threat Model
and Cryptographic Response MK-128

Abstract: With the continued international proliferation and advancement of military communication
technology, equipment vendors are challenged to provide communications security (COMSEC)
solutions that are appropriate to these applications. Here, the impact of a security compromise is
significantly more severe than in either industrial or consumer applications. In military applications, the
threat is targeted and extreme. This presentation begins with an introduction to the military tactical
radio threat model. This provides the background for discussion on the unique requirements for
COMSEC products in Military and Government applications. The presentation is concluded with an
overview of the Harris MK-128 cryptographic algorithm. This algorithm was designed specifically to
meet the security requirements of international government and military communication applications
and to counter the associated threat model.
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