Week 7
Network Security

These slides are prepared based on the originals by J.F Kurose and K.W.
Ross and lecture notes from CMU

Computer Networking:
A Top Down Approach
Featuring the Internet,
2nd edition.

Jim Kurose, Keith Ross
Addison-Wesley, July
2002.
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The lanquage of cryptography

<Dalice’s <= Bob's
fﬁ? K, encryption K decryption__ [ 3
A key v key -

[Peosvell encryption ciphertext decryption Iain‘rlex‘r
plaimey, algorithm algorithm

//-

symmeftric key crypto: sender, receiver keys /dentical

public-key crypto: encryption key public, decryption key
secret (private)
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Symmetric key cryptography

substitution cipher: substituting one thing for another
O monoalphabetic cipher: substitute one letter for another

pl ai ntext: abcdef ghij kl mopqr st uvwxyz
ci phertext: mmbvcxzasdfghj kl poi uytrewg

Eg: Plaintext:????? Try to decrypt
ci phertext: nkn s gktc wky. ngsbc

Q: How hard to break this simple cipher?:
Q brute force (how hard?)
Q other?
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Symmetric key cryptography

<=0 <=0 -
:;; Ka-g Kap - _;_if
N ]
plaintext  CICRTAEY ciphertext |[CEERTE] plaintext
message, m elellihlll algorithm [

K, {m) m=K, 5(K, o(m))

symmetric key crypto: Bob and Alice share know same
(symmetric) key: K,

0 e.g., key is knowing substitution pattern in mono
alphabetic substitution cipher

0 Q: how do Bob and Alice agree on key value?
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Symmeitric key crypto: DES

DES: Data Encryption Standard

0 US encryption standard [NIST 1993]

0 56-bit symmetric key, 64-bit plaintext input
0 How secure is DES?

O DES Challenge: 56-bit-key-encrypted phrase
("Strong cryptography makes the world a safer
place") decrypted (brute force) in 4 months

o no known “backdoor” decryption approach

O making DES more secure:
O use three keys sequentially (3-DES) on each datum
o use cipher-block chaining
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S6bit key

. ! mute
Symmetric key .
to: DES [0 Te]
crypro. D 4Bt K1
~DES operation 2"
initial permutation fﬂ I 4Bo1K2
12,R2,€2])
16 identical “rounds” of <[_>
function application,
each using different X
48 bits of key ;
final permutation 1 \th B 48bi K16
17 [r17 |
permute
&bt output
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AES: Advanced Encryption Standard

O new (Nov. 2001) symmetric-key NIST
standard, replacing DES

O processes data in 128 bit blocks
0128, 192, or 256 bit keys

O brute force decryption (try each key)
taking 1 sec on DES, takes 149 trillion
years for AES
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Public Key Cryptography

symmetric key crypto public key cryptography 9
0 requires sender, 0 radically different
receiver know shared approach [Diffie-
secret key Hellman76, RSA78]
0 Q: how to agree on key| 1 sender, receiver do
in first place not share secret key
(particularly if never O public encryption key
“met")? known to a//

O private decryption
key known only to
receiver
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Public key cryptography

__________________ <@ K Bob's public
B key

e

£

;4; v ]

plaintext  [CUESTAULI ciphertext | JCEERTHEN plajntext

message, i [elelllis K (m) LR message
8

m = Ky(Kg(m))

i
I

I

! DK Bob's private
i € key

I

I

I
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Public key encryption algorithms

Requirements:
(1) need Ky(-) and K;() such that
Kg(Kg(m)) = m

@ given public key Kg, it should be
impossible to compute
private key Ky

RSA: Rivest, Shamir, Adelson algorithm
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RSA: Choosing keys

1. Choose two large prime numbers p, g.
(e.g., 1024 bits each)

2. Compute 7 = pg, z = (p-1)(g-1)

3. Choose e (with e<n)that has no common factors
with z. (e, zare “relatively prime").

4. Choose d'such that ed-1is exactly divisible by z
(in other words: edmod z = 1).

—
Kg Kg

5. Public key is (n.e). Privatekey is (n,d).
—
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RSA: Encryption, decryption

0. Given (n,€) and (n,d) as computed above

1. To encrypt bit pattern, m, compute
c=m€mod n (i.e., remainder when m€is divided by n)

2. To decrypt received bit pattern, ¢, compute
m=c%mod n (ie., remainder when is divided by 7)

Magic

_ /e d
happensl m = (m®mod n)" mod n

[
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RSA example:

Bob chooses p=5, g=7. Then n=35, z=24.
e=5 (so e, zrelatively prime).
d=29 (so ed-1exactly divisible by z.

R letter m m® c=m®mod n

n :

encryp I 12 1524832 17
decrypt: € ¢ m=cdmod n letter

17  481968572106750015091411825223071697 12
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RSA: Why is that m = (m®mod )% mod n

Useful number theory result: If p,g prime and

n = pg, then: _1)a-
pe xymod n:xymOd(p])(q])modn

(memod n)dmod n= medmod n

- med mod (p-1)(g-1) mod 7
(using number theory result above)

4

= m modn

(since we chose ed'to be divisible by
(p-1)(g-1) with remainder 1)

=m
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RSA: another important property

The following property will be very useful later:
Goal: Bob wants Alice to "prove” her identity
to him

Kp(Kg(m) = m = KG(Ky(m)

- - N
use public key use private key
first, followed first, followed

by private key by public key

Result is the same!
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Authentication

Goal: Bob wants Alice to "prove” her identity
to him

Protocol apl.0: Alice says "I am Alice”

P .
f@ i in a network,
P

Bob can not "see"
Alice, so Trudy simply

@%am Alice” declares

herself to be Alice

b,
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Authentication: another try

Protocol ap2.0: Alice says "I am Alice" in an IP packet
containing her source IP address

Failure scenario??

Alice’'s |, - u

ﬁ IP address| T am Alice
i
¥ g
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Authentication: another try

Protocol ap2.0: Alice says "I am Alice" in an IP packet
containing her source IP address

Trudy can create
a packet
“spoofing”
Alice's address
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Authentication: another try

Protocol ap3.0: Alice says "I am Alice” and sends her
secret password to “prove"” it.

Alice’s
password

Alice's
IP addr

"I'm Alice"| —>

157 <

-.d‘
vd Alice's
IP addr el

A

"y

Failure scenario??
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Authentication: another try

Protocol ap3.0: Alice says "I am Alice"” and sends her
secret password to “prove” it.

Alice's
password

Alice's
IP addr
&

"I'm Alice"|—>

2 playback attack: Trudy
records Alice's packet
and later
plays it back to Bob

Alice's
password

Alice's

IP addr T'm Alice’
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Authentication: yet another try

Protocol ap3.1: Alice says "I am Alice” and sends her
encrypted secret password to “prove” it.

Alice's |encrypted “I'm Alice”

IP addr | password
gﬂﬁ; < >
&
;f! Alice's
IP addr

A

"y

Failure scenario??
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Authentication: another try

Protocol ap3.1: Alice says "I am Alice” and sends her
encrypted secret password to “prove” it.

fces prenmmtebem atet|— record
28 CoB and
playback
still works!

encrypted
password

Alice's

P addr I'm Alice
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Authentication: yet another try

Goal: avoid playback attack
Nonce: humber (R) used only once -in-a-/ifetime

ap4.0: to prove Alice "live", Bob sends Alice nonce, R. Alice
must return R, encrypted with shared secret key

“T am Alice"
R
K R Alice is live, and
A'B( ) o only Alice knows
key to encrypt
nonce, so it must
Failures, drawbacks? be Alice!
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Authentication: ap5.0

ap4.0 requires shared symmetric key
0 can we authenticate using public key techniques?
ap5.0: use nonce, public key cryptography

"I am Alice" 2
G £ f

.

Bob computes
.-

T Ki(Ky(R) = R
A R and knows only Alice
\ — could have the private

" lic k
< send me your public key . key, that encrypted R
K, such that
R i

Ka (Ky(R) =R
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ap5.0: security hole

Man (woman) in the middle attack: Trudy poses as
Alice (to Bob) and as Bob (to Alice)

“iz¢ T am Alice ~ Tam Alice
# e w

K_(R
% Send me your-public Key
H—Lb — K
Send me your-publickey !
R e
.
Trudy gets <—Tik (m)
5 m = KZ(K? (m))
K ,(m) sends In 13 Alice
m=K (K" (m) enrypted with
A A

Alice’s public key
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apb.0: security hole

Man (woman) in the middle attack: Trudy poses as
Alice (to Bob) and as Bob (to Alice)

Difficult to detect:
Q Bob receives everything that Alice sends, and vice

versa. (e.g., so Bob, Alice can meet one week later and
recall conversation)

Q problem is that Trudy receives all messages as welll
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Digital Signatures

Cryptographic technique analogous to hand-
written signatures.

0 sender (Bob) digitally signs document,
establishing he is document owner/creator.

0 verifiable, nonforgeable: recipient (Alice) can
prove to someone that Bob, and no one else
(including Alice), must have sighed document
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Digital Signatures

Simple digital signature for message m:

0 Bob signs m by encrypting with his private key
Kg. creating “signed” message, Kg(m)

Bob's message, m =@, K Bob's private K(m)
Dear Al 1B key B
ear Alice
oh, ho Ilha e missed Public k Bob’s message,
, how | have mi !
you. | think of you all the Wallte 1427 m, signed

time! ...(blah blah blah) ’ encryption ’ (encrypted) with
Bob algorithm his private key

Network Security 7-28

Digital Signatures (more)

0 Suppose Alice receives msg m, digital signature Kz(m)
O Alice verifies m signed by Bob by applying Bob's
public key Kj to Kz(m) then checks Kz(Ka(m) ) = m.

o If K;'(Kg'(m) ) = m, whoever signed m must have used
Bob's private key.

Alice thus verifies that:

v Bob signed m.

v No one else signed m.

v Bob signed m and not m'.
Non-repudiation:

v Alice can take m, and signature Kg(m) to

court and prove that Bob signed m.
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Trusted Intermediaries

Symmetric key problem: Public key problem:
0 How do two entities 7 When Alice obtains

establish shared secret Bob's public key (from
key over network? web site, e-mail,
Solution: diskette), how does she

know it is Bob's public

0 trusted key distribution key, not Trudy's?

center (KDC) acting as

intermediary between Solution:
entities O trusted certification
authority (CA)
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Key Distribution Center (KDC)

O Alice, Bob need shared symmetric key.

0O KDC: server shares different secret key with each
registered user (many users)

O Alice, Bob know own symmetric keys, K, ¢pc Kokoc . for
communicating with KDC.
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Key Distribution Center (KDC)

@ How does KDC allow Bob, Alice to determine shared
symmetric secret key to communicate with each other?

‘/fﬁﬁ KDC
g‘-‘ ? i i i
6 = Kakoc(AB) = E%:‘IT]TH geneera es i

4
ice TR KesoolARD) G
knows
use R1to
R Ke.koc(ART) communicate
P \ﬁi'rh Alice
- »

Alice and Bob communicate: using R1 as
session key for shared symmetric encryption

Network Security 7-32

Certification Authorities

O Certification authority (CA): binds public key to
particular entity, E.

0 E (person, router) registers its public key with CA.
O E provides "proof of identity” to CA.
O CA creates certificate binding E to its public key.

o certificate containing E's public key digitally signed by CA
- CA says “this is E's public key"

Bob's £ digital
public ., sighature
key Kg ™ (encrypt)
Bob's primc;: i= certificate for
identifying = £ key Kca  Bob's public key,

signed by CA
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information s

Certification Authorities

0 When Alice wants Bob's public key:
o gets Bob's certificate (Bob or elsewhere).

o apply CA's public key to Bob's certificate, get
Bob's public key

q digital Bob's
KB g Signature > af@public
(decrypt) Kg  key

A
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A certificate contains:

Serial humber (unique to issuer)

0 info aboutertificate owneryincluding algorithm

info about
- certificate
authanty issuer
eriSign, Ine artSign, Ine_
e .
i Carmcata b walh roms o o 38, 1998 v Vo g 83, 02 4— | V(.]h.d dates
T —2 digital
mmmu-um;m - ;lgna‘tur'e by
“ Brcept s Carvicate Authorty for Centstyng e-mad wers Issuer

T Accest el Ceribcats Authoeny fir Certfywey siftman deveicpent

© wam bafors sending dats 1o sibes certfied by te ssshenty
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