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Network Protocols 
Short Revision

Backbone
ISP ISP

Internet Infrastructure

Local and interdomain routing
– TCP/IP for routing, connections
– BGP for routing announcements

Domain Name System
– Find IP address
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Internet Protocol

Connectionless
– Unreliable
– Best effort

Transfer datagram
– Header
– Data

IP
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IP Routing

Internet routing uses numeric IP address
Typical route uses several hops
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IP Protocol Functions (Summary)

Routing
– IP host knows location of router (gateway)
– IP gateway must know route to other networks

Error reporting
– IP reports discards to source

Fragmentation and reassembly (transport 
level)
– If packets smaller than the user data

User Datagram Protocol

IP provides routing
– IP address gets datagram to a specific machine

UDP separates traffic by port
– Destination port number gets UDP datagram to 

particular application process, e.g., 128.3.23.3, 53
– Source port number provides return address

Minimal guarantees (… mice and elephants)
– No acknowledgment
– No flow control
– No message continuation

UDP

Transmission Control Protocol
Connection-oriented, preserves order
– Sender 

• Break data into packets
• Attach packet numbers

– Receiver
• Acknowledge receipt;  lost packets are resent
• Reassemble packets in correct order

TCP

Book
Mail each packet

Reassemble book
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Internet Control Message Protocol

Provides feedback about network operation
– Error reporting
– Reachability testing
– Congestion Control

Example message types
– Destination unreachable
– Time exceeded
– Parameter problem
– Redirect to better gateway
– Echo/echo reply - reachability test
– Timestamp request/reply - measure transit delay

ICMP

Basic Security Problems

Network packets pass by untrusted hosts
– Eavesdropping, packet sniffing

IP addresses are public
– Smurf

TCP connection requires state
– SYN flooding attack

TCP state easy to guess
– TCP spoofing attack

Interdomain Routing

connected group of one or 
more Internet Protocol 
prefixes under a single 
routing policy (aka domain)

Interior 
Gateway 
Protocol

Exterior 
Gateway 
Protocol

Autonomous 
System

earthlink.net rit.edu
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Transit and Peering

Transit: ISP sells access
Peering: reciprocal connectivity
BGP protocol: routing announcements for both

Peering Peering

Transit

BGP overview

Iterative path announcement
– Path announcements grow from destination to 

source
– Subject to policy (transit, peering) 
– Packets flow in reverse direction

Protocol specification
– Announcements can be shortest path
– Nodes allowed to use other policies

• E.g., “cold-potato routing” by smaller peer
– Not obligated to use path you announce

Domain Name System

Hierarchical Name Space
root

edunetorg ukcom ca
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DNS

DNS Root Name Servers
Root name servers
Local name servers 
contact root servers 
when they cannot 
resolve a name


