Transmission Control
Protocol

JICRE Reliable Reusable
Responsible

Advantages

+ Sender and receiver know when a data
connection is established or broken

+ Data will be resent automatically: iff not
received, without invelvement of
application

+» Data always: anrives In-erder
¢ Ripelining allewsi congestion control

% Elow contrel ensuresithat sender cannot
OVEIWREIMIECEIVES;

% SUppeLsIsending and receiVing at the
same tine Vel the same connection

How it works

+ Closing a connection

— Step 1: Client sends TCP FIN to server

— Step) 2: Server receives FIN, responds
Withr ACK;, cleses connection, sends; ElN

— Step 3k Client: receives; EINS, replies with
ACK

— Step) 45 Senver receives ACK, closes
conneEcton

What is TCP?

¢ Connection-oriented

+ Point-to-point protocol; one sender, one
receiver

+ Reliable connection, withiin-erder stream
of dater

% Pipelined

» Elow conitrel

o Eull-duplex

% SUpportior send/receiver buifiers

How: it works

+ Handshaking — opening a connection
— Step 1: Client sends TCP' SYN segment,
specifies initiall seguence number
— Step 2: Server receives SYN, replies
Withr SYNACK segment
¢ Server allocates: buffers for connection
& Sernver specifies initiall sequence: number;
— Step) 35 Client receives) SYNACKS, replies
WIthPACKEACKS Y/ contiaiif daitas:

Congestion Management

¢ Congestion
— Can result in lost packets and long
delays
— Management/ICP implementation:
+No) feedback needed firom network

¢ Congestion inferred by end-system
obsenved loss and delay/

— |Lest: packetsiwill be resent

— Ve networiiki specdiissfound by
decreasing wWindow: untilihist I6ss




Flow Control

+ Flow control/Fairness

— Multiple TCP connections sharing| the
Same connection

» ICP will ensure that connections, get
average equal handwidth:

+Can be circumyented by, reguesting) more
TGP connections for the same task

Issues

& Speed

— Faster physical networks

— TCP code is implemented by OS
+ Poor performance on bad links

— UDP will alse have poor performance, with| respect to the
amount of data received

— TCP includes congestion control, to alleviate this
situation
# OS code may: berpooly implemented
— TCP has been widely implemented by, different: operating
systems for many, years,
— Methoeds andlimplementations are well-tested
— OS Is more rigerously, tested than developed applications

Disadvantages of UDP

+ No-guarantees-at the transport layer

+ No flow control

+» Routers are more prone to drop UDP
packets, No retransmissions fo)
drepped packets

¢ A datagrammust contaiarall
Infermation that the recelver needs
to Interpret it

Advantages

Reliable connection at the transport layer
Guarantees:

— Data reaches destination

— Data arrives in-order

— Data is not duplicated

Operating| system providesian implementation; fox
applications to) use

Controlled by the O©S kernel, resulting in| fewer
context sSWItChes and better performance:

Routers may/  treat IeRpacketswith 2 higher
Priority
Good relative throughput

Issues

¢ Startup latency: is significant
— Noticeable latency for startup is stilll low:

— Reaseonable price for reliability: at the
transpoext layer and congestion control

UDP - No guarantees

+ No built-in reliability,

— Packets can be dropped andl not resent,
sent out-of-erder, or duplicated

— Any. reliability’ contrels need to be
implemented at the application) layer

—|leads to longer develepment time,
IGRGEN tEStING tIME; ChanCe Ol IMPFOPEN:
ImplEMmERtAton




UDP — Importance of flow control

+ Flow control
— If the flow: is properly: managed, all
applications would be able to use the
network faster
— Congested routers are a large: cause: off
driepped packets, could be related! to
lack: offf flow! control in: UBP: transiers

UDP — Application development

+ Chance of improper implementation

+ Often used additional features
already specified! by TCP must be
added to the application — increased
development time

¢ OS) provides “library/~ for TCP

¢ Developers spendlless time on
application




