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AAbbssttrraacctt  
 

Providing means of secure communication in Wireless Sensor 
Networks depends on proper session keys exchange, where typical 
Diffie-Hellman Key Exchange and Public Key Cryptography are 
inapplicable on Wireless Sensors due to their limited resources. 
Random Pair-wise Key Pre-Distribution is one of the recently 
developed schemes to provide secure means of exchanging pair-
wise session keys that are generated probabilistically. In this 
report we present background analysis on probabilistic key pre-
distribution schemes, as well as implementation details of Random 
Pair-wise Key Pre-distribution scheme on Sun SPOT wireless 
sensors. 
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II..  IInnttrroodduuccttiioonn  

  
Wireless Sensor Networks (WSN) are networks of small, battery-powered, memory-constraint 
devices named sensor nodes, which have the capability of wireless communication over a restricted 
area. Due to memory and power constraints, they need to be well arranged to build a fully functional 
network. 

Security in WSN has several challenges: wireless nature of communication, resource limitation 
on sensor nodes, very large and dense WSN, lack of fixed infrastructure, unknown network topology 
prior to deployment and high risk of physical attacks to unattended sensors. Moreover, in some 
deployment scenarios sensor nodes need to operate under adversarial conditions. Security solutions 
for such applications depend on existence of strong and efficient key distribution mechanisms. It is 
infeasible, or even impossible in uncontrolled environments, to visit a large number of sensor nodes, 
and change their configuration. Also, use of a single shared key in whole WSN is not a good idea 
because an adversary can easily obtain the key. Thus, sensor nodes have to adapt to their 
environments and establish a secure network by: using pre-distributed keys or keying materials, 
exchanging information with their immediate neighbors, or exchanging information with 
computationally robust nodes [10]. 

Key pre-distribution is a method of distributing keys onto nodes before deployment. Therefore, 
the nodes build up the network using their secret keys after deployment, that is, when they reach 
their target position. 

Key pre-distribution schemes are various methods that have been developed by academicians for 
a better maintenance of key management in WSNs. Basically a key pre-distribution scheme has three 
phases, key distribution, shared key discovery and path-key establishment. During these phases, 
secret keys are generated, placed in sensor nodes, and each sensor node searches the area in its 
communication range to find another node to communicate. A secure link is established when two 
nodes discover one or more common keys (this differs in each scheme), and communication is done 
on that link between those two nodes. Afterwards, paths are established connecting these links, to 
create a connected graph. The result is a wireless communication network functioning in its own 
way, according to the key pre-distribution scheme used in creation [6]. 

In section II of this paper, we present a background analysis on the main scheme developed by 
Eschenauer and Gligor [3] that introduced the idea of random key distribution, and then discuss the 
several enhancements over the main scheme. Section III gives details of random pair-wise key pre-
distribution scheme developed by Chan, Perrig and Song [2] and its enhancements over the main 
scheme. The rest of the paper shows the implementation details of random pair-wise key pre-
distribution scheme on Sun SPOT wireless sensors and conclusions. 
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IIII..  BBaacckkggrroouunndd  oonn  RRaannddoomm  KKeeyy  PPrree--ddiissttrriibbuuttiioonn  SScchheemmeess  

  
In 2002 Echenauer and Gligor proposed the idea of basic probabilistic key pre-distribution scheme, 
which relies on probabilistic key sharing among the nodes of a random graph [3]. In key setup phase, 
a large key-pool of N keys and their identities are generated. For each sensor, m keys are randomly 
drawn from the key-pool N without replacement. These m keys and their identities form the key-
chain for a sensor node. Thus, probability of key share among two sensor nodes becomes: 

ܲ ൌ ൫ሺಿష೘ሻ!൯
మ

൫ሺಿషమ೘ሻ!ಿ!൯
. 

In shared-key discovery phase, two neighbor nodes exchange and compare list of identities of 
keys in their key-chains. Basically, each sensor node broadcasts one message, and receives one 
message from each node within its radio range where messages carry key ID list of size m [10].  

Cluster key grouping scheme developed by Hwang [4] proposes to divide key-chains into C 
clusters where each cluster has a start key ID. Remaining key IDs within the cluster are implicitly 
known from the start key ID. Thus, only start key IDs for clusters are broadcasted during shared-key 
discovery phase which means messages carry key ID list of size c instead of m [10]. Another scheme 
is given by Pair-wise key establishment protocol developed by Zhu [11] which requires every sensor 
node to have a unique ID which is used as a seed to a Pseudo Random Function (PRF). Key IDs for 
the keys in the key-chain of node SA are generated by PRF(IDA). Thus, broadcast messages carry 
only one key ID. Also, storage, which is required to buffer received broadcast message before 
processing, decreases substantially. But, a sensor node has to execute PRF(ID) for each broadcast 
message received from a neighbor. Transmission range adjustment scheme developed by Hwang and 
Kim [5] proposes sensor nodes to increase their transmission ranges during shared-key discovery 
phase. Nodes return to their original optimal transmission range once the keys are discovered. Idea is 
to decrease communication burden in path-key establishment phase, and to save energy while still 
providing a good key connectivity [10]. 

It is possible to protect key identities broadcasted in shared-key discovery by using a method 
similar to Merkle Puzzle [8] which substantially increases processing and communication usage. 
After shared-key discovery phase, some node pairs may not be able to find a key in common. These 
pairs apply path-key establishment phase to communicate securely through other nodes. Scalability 
and resilience of the solutions can be improved by using larger key pools. But, larger key-pool means 
smaller probability of key share because key-chain size may not increase due to storage limitations. 
Probability that a link is compromised, when a sensor node is captured, is m/N which is very high for 
small key-pools, and produces low resilience [10]. 

There are several key reinforcement proposals to strengthen security of the established link keys, 
and improve resilience. Objective is to securely generate a unique link or path-key by using 
established keys, so that the key is not compromised when one or more sensor node is captured. One 
approach is to increase amount of key overlap required in shared-key discovery phase. Q-composite 
random key pre-distribution scheme developed by Chan [2] requires q common keys to establish a 
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link key. Link key KA,B between a pair of sensor nodes SA and SB is set as hash of all common keys 
KA,B = Hash(K1||K2||K3|| . . . ||Kq). The scheme improves resilience because probability that a link is 

compromised, when a sensor node is captured, decreases from m/N to ቀ௠௣ቁ ቀே௣ቁൗ . But, probability of 

key sharing also decreases because a pair of nodes has to share q keys instead of one [10]. 

Another approach is to reinforce the established link key. In Multi-path key reinforcement 
scheme developed by Chan [2], node SA generates j random key updates rki and sends them through j 
disjoint secure paths. SB can generate reinforced link key:  

஺,஻௥ܭ ൌ ஺,஻ܭ ൅ ଵ݇ݎ ൅ ൅ڮ ݎ ௝݇ 

upon receiving all key updates. This approach requires nodes SA and SB to send and receive j more 
messages each of which carries a key update. Moreover, each node on the j disjoint path has to send 
and receive an extra message. Similar mechanism is proposed by Pair-wise key establishment 
protocol developed by Zhu [11] which uses threshold secret sharing for key reinforcement. SA 
generates a secret key ܭ஺,஻௥ , j – 1 random shares ski, and: 

௜݇ݏ ൌ ஺,஻௥ܭ ൅ ଵ݇ݏ ൅ ൅ڮ ݏ ௝݇ିଵ 

SA sends the shares through j disjoint secure paths. SB can recover ܭ஺,஻௥ upon receiving all shares [10].  

In Co-operative pair-wise key establishment protocol developed by Pietro [9], SA first chooses a 
set C = {c1, c2, . . . , cm} of co-operative nodes. A co-operative node provides a hash HMAC(Kc1,B, 
IDA). Reinforced key is then: 

஺,஻௥ܭ ൌ ஺,஻ܭ ൅෍ ,௖,஻ܭ൫ܥܣܯܪ ஺൯ܦܫ
௖א஼

 

where KA,B and Kc,B are the established link keys. Node SA shares set C with node SB, therefore, SB 
can generate the same key. This approach requires nodes SA and SB to send and receive c more 
messages. Moreover, cooperative nodes have to send and receive two extra messages. In addition to 
increased communication cost, each cooperative node has to execute HMAC function twice for SA 
and SB. The key reinforcement scheme in general increase processing and communication 
complexity, but provide good resilience in the sense that a compromised key-chain does not directly 
affect security of any links in the WSN. But, it may be possible for an adversary to recover initial 
link keys. An adversary can then recover reinforced link keys from the recorded multi-path 
reinforcement messages when the link keys are compromised [10]. 

Sensor nodes, which are far away from each other, do not need to have common keys in their 
key-chains. Similar to Closest pair-wise keys pre-distribution scheme [7], Key pre-distribution by 
using deployment knowledge scheme developed by Du [1] uses location information. It models 
deployment knowledge and develops a key pre-distribution scheme based on the model. The scheme 
divides sensor nodes into t × n groups Gi,j and deploys them at a resident point (xi, yj) for 1 ≤ i ≤ t 
and 1 ≤ j ≤ n where the points are arranged as two dimensional grids. Resident points of a node     m 
 :Gi,j follows the pdf א
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௠݂
௜,௝൫ݔ, ห݉ݕ א ௜.௝൯ܩ ൌ ݂൫ݔ െ ,௜ݔ ݕ െ  ௝൯ݕ

where f(x, y) is a two dimensional Gaussian distribution. In key setup phase, key-pool N is divided 
into t × n key-pools Ni,j of size ωi,j. The pool Ni,j is used as key-pool for the nodes in group Gi,j. 
Given ωi,j and overlapping factors α and β, key-pool is divided into subsets where: (i) two 
horizontally and vertically neighboring key-pools have α × ωi,j keys in common, (ii) two diagonally 
neighboring key-pools have β × ωi,j keys in common, and (iii) non-neighboring key-pools do not 
share a key. Basic probabilistic key pre-distribution scheme is applied within each group. Problem in 
this scheme is the difficulty to decide on parameters ωi,j, α and β to provide a good key connectivity 
[10]. 
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IIIIII..  RRaannddoomm  PPaaiirr--wwiissee  KKeeyy  SScchheemmee  

  
In sensor network security, an important challenge is the design of protocols to bootstrap the 
establishment of a secure communications infrastructure from a collection of sensor nodes which 
may have been pre-initialized with some secret information but have had no prior direct contact with 
each other. This problem is referred to as the bootstrapping problem. A bootstrapping protocol must 
not only enable a newly deployed sensor network to initiate a secure infrastructure, but it must also 
allow nodes deployed at a later time to join the network securely. The difficulty of the bootstrapping 
problem stems from the numerous limitations of sensor networks, some of the more important ones 
include the inability to utilize existing public key cryptosystems (since the expensive computations 
involved could expose the power-constrained nodes to a denial-of-service attack), the inability to 
pre-determine which nodes will be neighbors after deployment, and the inability of any node to put 
absolute trust in its neighbor (since the nodes are not tamper resistant and are vulnerable to physical 
capture) [2]. 

In the random key schemes presented in previous section, while each node can verify that some 
of its neighbors have certain secret keys and are thus legitimate nodes, no node can authenticate the 
identity of a neighbor that it is communicating with. For example, suppose node SA shares some set 
of keys K with node SB and that they use these keys as the basis for securing a communications link. 
Because keys can be issued multiple times out of the key pool, other nodes, e.g., SC could also hold 
this set of secret keys K in its key ring. SA cannot ascertain that it is really communicating with SB 
and not SC, since it knows nothing more about SB than its knowledge of K [2]. 

In 2003, Chan, Perrig, and Song proposed a new key establishment protocol called the random 
pair-wise scheme that possesses the key property of node-to-node authentication. The random pair-
wise scheme has the following properties: 

• Perfect resilience against node capture. Any node that is captured reveals no information about 
links that it is not directly involved in. 

• Node-to-node identity authentication. Nodes are able to verify the identities of the nodes with 
whom they are communicating. An adversary is unable to impersonate the identity of any node 
SB unless SB has already been captured. 

• Distributed Node Revocation. With some added overhead in key storage, misbehaving nodes can 
be revoked from the network without involving a base station. 

• Resistance to node replication and generation. The scheme can reduce the opportunity of node 
replication at some cost to node memory and communication setup overhead. 

• Comparable scalability. The scheme can support a maximum number of nodes that is 
comparable to the number of nodes supportable by the basic scheme and q-composite schemes 
under the limited global payoff requirement [2]. 
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III.1 Description of the random pair-wise scheme: 

Suppose a sensor network has a maximum of N nodes. A simple solution to the key pre-distribution 
problem is the pair-wise keys scheme where each node contains N−1 communication keys each being 
pair-wise privately shared with one other node in the network [2]. 

The random pair-wise keys scheme is a modification of the pair-wise keys scheme based on the 
observation that not all N−1 keys need to be stored in the node’s key ring to have a connected 
random graph with high probability. Erdös and Rényi’s formula allows us to calculate the smallest 
probability p of any two nodes being connected such that the entire graph is connected with high 
probability c. To achieve this probability p in a network with N nodes, each node need only store a 
random set of Np pair-wise keys instead of exhaustively storing all N − 1. Reversing the calculation, 
if a node can store m keys, then the maximum supportable network size is: 

ܰ ൌ
݉
݌  

Depending on the model of connectivity, p may grow slowly with N when N is large (intuitively, 
p cannot decrease as N goes toward infinity since it is more likely that a large graph is disconnected 
than a smaller graph). Hence, N should increase with increasing m and decreasing p. The exact rates 
will depend on the deployment model [2]. 

The use of pair-wise keys instead of purely random keys chosen from a given pool can give us 
node-to-node authentication properties if each node which holds some key k, also stores the identity 
(ID) of the other node which also holds k. Hence, if k is used to create a secure link with another 
node, both nodes are certain of the identity of each other since no other nodes can hold k [2]. 

 

III.2 Initialization and key-setup in the random pair-wise keys scheme: 

Recall that the size of each node’s key rings is m keys, and the probability of any two nodes being 
able to communicate securely is p. The random pair-wise keys scheme proceeds as follows: 

1. In the pre-deployment initialization phase, a total of ܰ ൌ ೘
೛  unique node identities are generated. 

The actual size of the network may be smaller than N. Unused node identities will be used if 
additional nodes are added to the network in the future. Each node identity is matched up with m 
other randomly selected distinct node IDs and a pair-wise key is generated for each pair of 
nodes. The key is stored in both nodes’ key rings, along with the ID of the other node that also 
knows the key. 

2. In the post-deployment key-setup phase, each node first broadcasts its node ID to its immediate 
neighbors. By searching for each other’s IDs in their key rings, the neighboring nodes can tell if 
they share a common pair-wise key for communication. A cryptographic handshake is then 
performed between neighbor nodes who wish to mutually verify that they do indeed have 
knowledge of the key [2]. 
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III.3 Multi-hop range extension: 

Since the node ID is just a few bytes, key discovery involves much less network traffic and 
computational overhead in the nodes than standard random key pre-distribution. Therefore, the 
effective communication range of nodes for key setup can be extended beyond physical 
communication range by having neighboring nodes rebroadcast the node ID for a certain number of 
hops. Each hop that the node ID is rebroadcast effectively extends the range by approximately one 
communication radius, increasing the number of nodes that can hear the broadcast by a squared 
factor [2]. 

This has an impact on the maximum supportable network size N. Based on Main Scheme [3], the 
connection probability ݌ ൌ ೏

೙ᇲ, where n' is the number of neighbors and d was computed via the 
required probability of graph connectivity [2]. From previous equation, we have that maximum 
network size ܰ ൌ ೘

೛  where m is the key ring size. Hence: 

ܰ ൌ ௠௡ᇲ

ௗ
 

By increasing the effective communications radius, we also increase the number of neighbors n', 
hence the maximum supportable network size N also increases [2]. 

Multi-hop range extension should be used with caution, however, because the rebroadcast is 
performed without verification or authentication. Thus, during the deployment phase, an adversary 
can send random node IDs into the network which will then be rebroadcast x times by the receiving 
nodes. This potential denial of service (DoS) attack could stop or slow the key-setup process since 
the sensor network is actively helping to amplify the range of the adversary’s interfering 
transmissions. The potential damage due to this DoS attack can be reduced by limiting the number of 
hops of the range extension. If DoS is a serious concern then multi-hop range extension could be 
removed altogether; it is not required for the operation of the random pair-wise scheme [2]. 
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VV..  CCoonncclluussiioonnss  

  
Wireless sensor networks have some specific requirements in addition to the general security 
requirements, these requirements can be summarize as: 

• Survivability: ability to provide a minimum level of service in the presence of power loss, 
failures or attacks. 

• Degradation of security services: ability to change security level as resource availability 
changes. These security requirements can be provided by a key distribution mechanism with 
the requirements given below. These are also used as metrics throughout the paper to 
evaluate key distribution solutions. 

• Scalability: ability to support larger networks. Key distribution mechanism must support 
large networks, and must be flexible against substantial increase in the size of the network 
even after deployment. 

• Efficiency: storage, processing, and communication limitations on sensor nodes must be 
considered. 

• Storage complexity:  amount of memory required to store security credentials. 
• Processing complexity:  amount of processor cycles required to establish a key. 
• Communication complexity:  number of messages exchanged during a key generation 

process. 
• Key connectivity (probability of key-share): probability that two (or more) sensor nodes store 

the same key or keying material. Enough key connectivity must be provided for a WSN to 
perform its intended functionality. 

• Resilience: resistance against node capture. Compromise of security credentials, which are 
stored on a sensor node or exchanged over radio links, should not reveal information about 
security of any other links in the WSN. Usually, higher resilience means lower number of 
compromised links. 

In general, resource usage, scalability, key connectivity and resilience are conflicting requirements; 
therefore, trade-offs among these requirements must be carefully observed [10]. 

The Random pair-wise key scheme [2] addresses unnecessary storage problem, yet provides very 
good key resilience as well as support for node based revocation and resistance to node replication. 
Each sensor uses 2m units of memory to store its key-chain. In the shared-key discovery phase, each 
node broadcasts its ID; therefore, each node sends one message, and receives one message from each 
node within its radio range. Neighboring nodes can tell if they share a common pair-wise key. This 
solution has very good key resilience. It is more scalable in the sense that efficient use of memory 
spaces helps support larger WSNs. However, those properties come with the trade-off that the 
maximum supported network size is not as large as the other schemes, where it sacrifices key 
connectivity to decrease the storage usage [2, 10].  
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