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Abstract—In recent years, there has been a proliferation of
theoretical graph models, e.g., preferential attachmentnotivated
by real-world graphs such as the Web or Internet topology. Ty-
ically these models are designed to mimic particular propeties
observed in the graphs, such as power-law degree distribwin
or the small-world phenomenon. The mainstream approach to
comparing models for these graphs has been somewhat subjiset
and very application dependent. Comparisons are often base
on specific graph properties, without adequate justificatio for
prioritizing some properties over others.

We propose to use the Maximum Likelihood Estimation
(MLE) principle to compare graph models: models are scored
by the probability with which they generate the real data. Ou
methodology has several advantages. It is uniform, in thatt$
definition does not presuppose any information about the dat
or the models. It is unambiguous, in that it yields a clearly eéfined
score for each model, and thus an ordering of models. Moreove
it can be used to determine the best values of the parametersif
a given model.

We demonstrate the feasibility of the approach by designing
and implementing algorithms computing the probability for four
natural models: a power-law random graph model, a preferenial
attachment model, a small-world model, and a uniform random
graph model. We tested our algorithms on three different
snapshots of the AS-level Internet topology. We found that
the preferential attachment model performed the best, closly
followed by the power-law model, with the other two models
lagging behind. An interesting aspect of the findings is thedtt
that the optimal parameters for the power-law models have nb
changed significantly over time, even though the size of theath
has grown by an order of magnitude.
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Wide Web. Following this observation, a number of random
graph models [6], [7], [8], [9], [10], [11], [12], [13] suchsa
preferential attachment (PA) models, power law randomigrap
(PRG) models and models based on heuristically-optimized
tradeoffs (HOT) have been defined which attempt to replicate
and explain the power-law degree distribution of the Iné¢rn
graph and the Web graph. Several topology generators have
also been proposed based on these models [14], [15], [10].
However, it remains unclear which of these several models
is the “best” one for the Internet topology. It may be possibl
to prove mathematical theorems establishing that a model
has “nice” properties, but this does not say much about how
well the model fits the actual Internet data. Also, to say
that one model is better than another because it replicates a
certain property A of the Internet topology is unsatisfagto
because there may be a different property B on which the
second model does better, and it is unclear how to assess the
relative significance of properties A and B. For instanchai
been observed that the Internet topology exhibits the small
world phenomenon [10] which is found in several large self-
organizing networks [16], and there is a well-known model of
networks exhibiting the small-world phenomenon [17]. Dis-
tinguishing between different models generating graptth wi
power-law degree distributions is difficult enough; how de w
compare a model designed to replicate the power-law behavio
with a model designed to produce small-world behavior? &her
is a real need for a methodology for comparing Internet
topology models which is uniform, unambiguous and fair.

The Internet has undergone rapid growth in the past decadeln this paper, we propose the use of the Maximum Like-
The problem of accurately modeling the Internet topology héihood Estimate (MLE) principle from statistics [18], [19)

assumed great importance. To take just one example, the A&k random graph models. Each random graph model, by
level topology is critical to the convergence of the BGP tintedefinition, determines a probability distribution over gina.
domain routing protocol [1]. Incorporating an accurate glodGiven this observation, our criterion for ranking randoragr
into topology generators is key to correctly determining thmodels is both natural and simple: we prefer models which
performance and scaling of network protocols. assign larger probability to the real-world Internet graph
Early topology generators [2], [3] used either hierarchica There are several advantages to using the MLE principle,
models or geometric random graph models. In a semirggart from naturalness and simplicity. There is a well-afin
paper, Faloutsos et al. [4] observed that the AS-level hatier score associated with each model, which implies an unambigu
topology had a power-law degree distribution, a properét thous ranking of models. The MLE principle is very general, and
none of the existing topology generators was able to pradubence can be used to compare diverse models in a uniform way
A similar observation was made by Adamic and Hubermanthe definition of the principle does not depend on specific
[5] about the graph defined by the link structure of the Worlgroperties of the models or of the data.



Also, the principle has a sound theoretical basis - if orthe Erdés-Rényi (ER) random graph model. Based on exper-
generates several graphs using a certain model and tlmaents on three snapshots of the AS-level Internet topology
computes the average score with respect to various models, find that the preferential attachment model ranks highest
the model that will score the highest will be the originatlosely followed by the power-law model, with the random
model using which the graphs were generated. Intuitivhlg, t graph model coming last. Moreover the optimal parameters fo
is a property that any good scoring principle should possefise preferential attachment model and the power-law moalel d
Imagine that there is some “correct” moddl for the Internet not change significantly between snapshots, although ties si
topology, and that the Internet topology is a “typical” gnapof the snapshots differ by an order of magnitude.
generated by this model. In such a situation, we would like Our algorithms have the additional benefit that they can
the model)M to score better on the Internet topology than anye used for estimating the best parameters for models. The
other model, an expectation that is satisfied when our sgorineed for such an estimation procedure may arise when setting
principle is used. parameters for a simulator based on a given model.

Further evidence of the power of the MLE principle is its We do not claim that the preferential attachment model is
cross-disciplinary impact. Metrics such as log-loss, [e4ify the best available model for the Internet topology. This atod
and cross-entropy, which derive from the MLE principletanked highest among models for which we implemented
have had proven success in fields such as machine learn@bability estimation procedures; as and when we are able t
language modeling and stochastic optimization. feasibly implement such procedures for other kinds of nsdel

We emphasize that we are concerned with piedictive certain of the latter may emerge superior. Our main goal in
power of a model, i.e., the degree to which it is successfillis paper is to demonstrate that an objective comparison of
in making predictions about real-world graphs. We are natodels is possible, not only in theory but also in practice. W
judging theexplanatorypower of a model, if any. The validity hope that in addition to enabling current models to be ranked
of explanations and causal relationships is much more diffic this will stimulate the development of improved models.
to quantify.

From a theoretical point of view, the MLE principle is
compelling; the challenge is in applying it to rank graph Our paper is primarily concerned with the issue of how
models. The main difficulty is computational. Popular ramdo different models can be compared. This question has rateive
graph models are often generative, i.e., they describe@epso a great deal of attention in the literature on models for the
for generating a random graph but not necessarily how lmternet topology. One natural approach is to identify key
calculate this probability for a given graph. Naive methodspology metrics such as clustering coefficient, averagh pa
for calculating the probability typically take exponeitiane length, and degree distribution, and compare differentetsod
and are therefore infeasible. We design novel algorithnts aby assessing how accurately they reproduce the properties
heuristics based on Monte Carlo Markov Chains (MCMC) tobserved in the real-world Internet topology [9], [10], [21
solve this problem. The main problem with this approach is that it is subjective.

There are also certain conceptual issues that arise whigre choice of properties can vary and the comparison may
applying the MLE principle in the context of networking. tir depend critically on this choice.
there is the question of whether connectivity-only infotioa A completely different approach is advocated by Willinger
is adequate when representing the Internet topology. Sificeet al. [22], who distinguish between two kinds of models,
common probabilistic models for the Internet topology onl{evocative” models which attempt to replicate the propesrtf
generate such information, when we apply our methodolodlie data, and “explanatory” models which attempt to repdica
we must represent the real-world data in the same wdlge mechanisms producing the data. They propose a “closing-
Another set of issues has to do with what kind of graptihe-loop” approach to model validation for explanatory mod
we consider - whether to interpet the real-world graph ads. In this approach, an explanatory model can be tested by
labelled or unlabelled, directed or undirected, havingpéém determining whether the mechanisms it proposes are radlecte
edges or multi-edges. We discuss these issues in more detathe evolution of the data over time. Chen et al. [23] use
in the Preliminaries section. Yet another issue has to db wihis approach on the preferential attachment model of &, a
the accuracy of the data, which is in our case the AS-lewabnclude that the observed data do not validate the model.
Internet topology. Our findings are relative to the techgglo The closing-the-loop approach is an attractive one for ex-
we apply for inferring AS-level peering relationships fronplanatory models, but it differs from ours in that it is used f
traceroute measurements [20]; as this technology improvealidating models rather than ranking them.
our conclusions will gain in accuracy. Recently, HOT models (highly-optimized toler-

To illustrate the feasibility of our approach for existingance/heuristically optimal tradeoffs) [24], [25] have ryzd
models, we implement our algorithms for computing the proln popularity. Such models attempt to abstract out the
ability for four random graph models. The selection of medetonstraints and objectives driving the participation of a
represents different streams of graph modeling researeh. Wde in the network. A comparison of these models to
include a power-law model (PRG), a preferential attachmestandard models has been attempted by Li et al. [26]. They
model (PA), a small-world model (SW), and for comparisorgriticize approaches to topology modeling which focus on
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macroscopic statistics such as degree distribution. Tleéipel of a model on graphs generated by the model exceeds the
“performance” and “likelihood” metrics for a network, wieer average score of any other model (which we argued for in
the likelihood of a network is essentially the probabilitthe Introduction). In addition, working with logarithms is
that it is generated by a certain power law random gragiomputationally convenient.
model. They show t_hat HOT networks which incqrpora_ltF put: A graphG and a modelM with parameter vectop.
technological constaints and economic considerations i tout:
. ! X put:
their design at the router-level have high performance anc}l
low likelihood, while several typical high-likelihood nebrks
have low performance. They conclude that traditional graph ] )
models are inadequate to capture the essential charéicteris —log Pr(M with parameter setting generated~)
of the router-level Internet topology.
Our approach addresses the main criticism of previousTo obtain the score for a mod#&f with respect to the graph
approaches in [26], in that it is based on the probabilit, we minimize neg-log-likelihoad, M, p) over all possible
of generating the real network, rather than just measuriggttings of the parameter vect@gr (note that maximizing
how accurately some macroscopic statistic is reproducelde probability corresponds to minimizing the negative-log
Moreover, our approach can be used to put their observatidikelihood).
about performance and likelihood into context. HOT netwgork One point worth mentioning is that this scoring method
may have low likelihood with respect to power law randorgives an advantage to models with more parameters. To take
graph models, but the method of [26] for producing thessn extreme case, for each gragh one can define a model
networks implicitly defines a model, with respect to whick thM (G) which generates the grajgh with probability 1 and all
networks will have high likelihood. If high performance of aother graphs with probability 0. As per our ranking prineipl
network is taken to indicate similarity to the Internet,itibeir the model M (G) should be ranked above all other models
experiments suggest the possibility that their implicitbfined with respect to the graply. However, M (G) is clearly an
model outperforms preferential attachment and power lamsatisfactory model, because the model needs to include a
random graph models when our ranking principle is appliedescription of the graply if it is to generate only that graph.
It would be interesting to test this by formally defining theiWe may think of the graph as a parameter of the model; the
model and computing the probability of generating the imé¢r problem is that the description of the graph may be massive,
topology using their model. The challenge here is to do theence the parameter size is large. To avoid such pathologies
computation of the probability in an efficient way, since HOThen defining the general methodology, we need some way to
models tend to be rather complicated. The question remajenalize models for which the parameters cannot be desicribe
whether it is useful to compare models which focus moia a relatively small number of bits. This can be done by
on the role of randomness than of design, such as the ome®pting theMinimum Description LengtiiMDL) principle:
considered in the present paper. We believe this is stiflulseeach model is assigned a score which is the sum of the negative
for the case of the AS-level topology, where macroscopieg-likelihood and the size of the parameter description.
characteristics may play a bigger role than in the routeglle In our application, the models are simple and the pa-
case, and where design tradeoffs may be harder to formulateneters can be described succinctly. Indeed, this is tfue o
An additional point worth making is that HOT models aimany reasonable model for the Internet topology. Thus the
for a detailed causal explanation of the evolution of therimét parameter description term is negligible, implying thag th
topologoy. Thus, while it would be interesting to assesdDL and MLE principles yield identical rankings. For the
their predictive power using our methodology, their ulttma sake of conceptual simplicity, we identify our methodology
validation must derive from a different kind of approachgisu with the MLE principle rather than the more sophisticated
as the “closing-the-loop” approach. MDL principle.

neg-log-likelihoodG, M, p) =

1. PRELIMINARIES B. Graph Models

In this section, we formally introduce our ranking method- We want to generate a directedraph G = (V. E) with
ology and describe the models we rank with respect to tMertex setV” and edge set’, wheren = |V| is the number

Internet topology using our methodology. of vertices andn = |E| is the number of edges. For a node
v, letin(v) be its indegree, i.e., the number of edges pointing
A. Ranking Methodology into that node andut(v) be its outdegree, i.e., the number of

We use the MLE principle, which scores models basefiges pointing out of that node.
on the probability with which they generate the real-world We assume that the generated graphs are unlabeled. Of
Internet topology, and then rank the models in order &Purse, in our datasets each vertex is specified by a unique
their scores. The actual score we assign a model is not thémber from the sefl,....n} but typically these labels do

prObablllty itself but the negative IOgamhm of the pmbmy] 1Analogous models and algorithms can be defined for unditegtaphs.

We re_fer to this _quantity as theegative log-likelihoodThe \ye chose the directed case, since in our application, mugléfie Internet
negative log-likelihood has the property that the averagees topology, the AS-level graph can naturally be seen as didect



not bear any information relevant to the generating process indegrees and outdegre€s andc,s, respectively. Then
Therefore the models we consider are symmetric in the sense we connect the vertices randomly to match the selected
that they generate all vertex labelings (each of theper- indegrees and outdegrees.
mutations of vertex labels) of a given graph with the same To be precise, we need to specify exactly how the vertices
probability. are matched. If the sum of the indegree sequence equals
We consider models which represent different streams of the sum of the outdegree sequence, we connect the
graph modeling research. We include a power-law model vertices as follows. For every vertex, we credtév)
(PRG), a preferential attachment model (PA), a small-world  copies ofv: v1,...,viy,). Let A denote the set of all
model (SW), and, for comparison, the Erd6és-Rényi (ER) these vertex copies. Similarly, for out-degrees we create a

random graph model. By a power-law probability distribatio
with exponents and cutoff ¢ (possibly oo),we mean the
distribution over integers that assigns probability toe

setB. We then pair up the vertices, one to one, randomly
from these two sets. For each pajre A andu; € B,
we create an edge fromto « in the original graph. This

{1,2,...,c} of, process creates a directed graph (possibly a multi-graph).

B If the sums of the indegrees and outdegrees do not equal,
Pr(i) = W we output the empty graph (a graph witmodes and no
i=1J edgesy.

Many graph models are unrealistic in the sense that they, SW model. Many real-world networks have been ob-
would assign probability 0 to most real-world graphs. For served to have low diameter and high clustering co-
example, many preferential attachment models never genera efficient [10], [29]. This is known as the small-world
any cycles, and many small-world models only generate graph  phenomenon. Our model for graphs exhibiting the small-
which have the grid as a subgraph. In most cases, slight world phenomenon is inspired by the Watts-Strogatz and
variations on these models are more appealing in that they Kleinberg models [17], [30]. The basic idea is to add
retain the essential features of the model while assigning random links to an underlying well-structured graph, in
positive probability to every graph. We have modified the PA our case the grid. The parameters of our model qre
model and the SW model for this purpose. the side of an underlying grid topology, and constants

o PA model. The PA model, inspired by [27], simulates a, . There ares x s vertices arranged in a grid. For

a graph growth process where incoming nodes connect every pair of vertices:, v, an edge fromu to v is added

to existing nodes with probability proportional to their ~ with probability adist(u,v)™?, where distu,v) is the
degree. It is parameterized by probabilitieg satisfying Manhattan distance on the grid, i.:; — v |+ |uy — vy
p+q < 1, and a parametery > 0. The graph is All vertices with no incident edges are omitted. Note
created iteratively. We start with a single vertex. In each that not all the grid edges are necessarily present in the
iterationi = 2,...,n a random vertex “appears” and generated graph.

edges between the new vertex and already existing nodes ER model. The Erd6s-Rényi model is parameterized by
are generated by the following process. With probabjlity a probabilityp € [0, 1]. For every pair of vertices, v an
(resp.q) an edge from (resp. to) the new vertex is created edge fromu to v appears independently with probability
and the other end-point is chosen with probability P.

proportional toin(v) + v (resp.out(v) + ). The edge-  The PA and PRG models can technically produce graphs
generating process is then repeated (possibly resultigth multiple copies of a single edge, which do not occur
in multi-edges). Otherwise, with probability — p — ¢ in our data sets. We have two options - to consider all
the process stops and new iteratios 1 begins. It can such graphs with multiple copies of an edge as equivalent
be shown that this model produces with high probabilityy the corresponding simple graph, or to distinguish them. W

a graph whose indegree and outdegree distributions afose the second option because it makes the probability
governed by power laws with exponents, and Sout,  calculation significantly easier. Choosing the first optiayuld
where 3;, and 3., are functions ofp, ¢ and~. only increase the scores of the PA and PRG models, and hence

« PRG model. This model is based on the model for ranwould not affect the rankings of these models relative to the
dom graphs with power-law degree distribution proposesiher models.

by Aiello, Chung and Lu [7], which is a special case

of the model for random graphs with a given degree IV. ALGORITHMS

sequence due to Bollobas [28] . The mativation for In this section we present an algorithm for each of the
this model is that many real-world networks have beemodels which estimates the probability that the model (w&ith
observed to exhibit power-law distribution of degrees [6kpecified parameter setting) generates a given directggzhgra
[4]. Input parameters argiy,, Gout, the intended power- G. From this we obtain the negative log-likelihood, which
law exponents, and cutofts,, ¢t . First we generate the

indegrees and outdegrees of each ofitheertices inde- It can be shown that the negative log-likelihoods assignethis model
and the more natural model which generates the degree sexuentil the

pgndently at random according to power-law d|sm_bu“0r§lms match are almost identical. The advantage of our medbht we can
with exponentss;,, and ., respectively, and maximum calculate the negative log-likelihood exactly.



PRG@, fin,  Cin, € we can permute any of thei(v) verti_ces correspondilng to
G Bin: Bt Cin, Cont) vertexv € A or any of theout(u) vertices corresponding to

o Zini=>0" d=—Pn, similarly for Zoy. vertexu € B to get another matching corresponding o
(n@) i Moreover, these permutations correspond exactly to the set
o Pin:=[lyev —7— similarly for Poy. of matchings that give rise tG'.

Since there are! matchings in total between two sets of
sizen, the probability of a matching producing is exactly
LTl ey in(v)! out(v)!. Finally, the probability of generating
the graphPr(G) is the product of the probabilities of choosing
the degree sequence and choosing a corresponding matching.
M/g cannot easily compute the optimal parametgss Sous,
couts DUL, since the computation is fast, we quickly search
(appropriately discretized) parameter space.

. returnPinPout% [I,cy in(v)! out(v)!

Fig. 1. PRG model computation

defines the score of the model. To obtain the best possi
score, we need to search the parameter space for the optiFﬁal
parameters. the

The algorithms range from easy (for the ER model) tg. pa algorithm

challenging (for the PA model). The reason is that in the Given a permutation of the vertices (the order of their

PA model the order in which vertices appear in the graph)@earance) it is not difficult to compute the probabilitstt
matters. Most graphs can be generated by using many verif;]e PA model generates:

orderings (some more likely than others) and thus, once we
have just the graph (i.e. a snapshot of the Internet topdlogPr(G|n) =

we have to consider all possible vertex permutations. Wgual n o .

the computation for any specific permutation is relativelgye Hdﬂ(i)! r H pw H qw,
and the hard part is to average the values over all permogatio ;=5 i< m; P m;

We solve this problem by designing a non-trivial MCMC (mjomi) € B (rismj) € F

algorithm. We believe the algorithms we use are interestimghere,

on their own and the methods might be applicable when _ _ o

evaluating other graph models. m;(“) = Wi:j<in(mv) € B}

A. ER algorithm ot (v) L{_jl <A v 6:?'

Recall thatn is the number of nodes and is the number my = Z (in] (m) + ) = Z (out] (m) + )
of edges inG. In the ER model, each edge is generated k=1 k=1
independently with probabilityp and each non-edge with d-(i) = inj (m) +outy,(m;)
probability 1 — p. There aren(n — 1) possible (directed) r l-p—gq

edges, therefore the ER model generatesvith probability
Pr(G) = p™(1 — p)*»=Y-m_ For this model we can not In words, in](v) andoutf (v) are the in- and out-degrees

only compute the probability exactly but also compute thef vertexwv just beforethe ith node appears andi. (i) is the
best parametep = % which maximizes the abovenumber of edges incident to thth node generated before the
probability. (i + 1)st iteration begins (before thg + 1)st node appears).
) These edges can be generated in any ofdthe)! orders. An
B. PRG algorithm edge fromr; to m; (for j < i) is generated with probability
The algorithm for computing the probability of a graph
according to the PRG model is given in Figure 1. Fixing Pr(adding edgdm;, 7;)) = p -
the parametersi,, Bouts Cins Couts the probability that the m;
PRG model generate§ can be computed as the producand an edge from; to m; appears with probability
of the probability of generating the in-degree sequence, th out? (m;) +
probability of generating the out-degree sequence, and the Pr(adding edggn;, 7)) = ¢———%——.
probability of matching up the right vertices. i
In the PRG model a vertex gets assigned an indegre@ally, with probabilityr we move to the next iteration. This
d € {0,...,cin} with probability d="» /Z,,, where Z;, = ]justifies the above expression fBr(G|).
>l d—P» is the normalization factor. Therefore, the prob- For any particular permutationr, the computation of
ability of generating the particular indegree sequenc®js Pr(G|n) is relatively straightforward compared to the calcu-

in7 (m;) +7

as defined in Figure 1. lation of Pr(G), which is the average over all permutations,
Given a simple graph G and indegree and 1

outdegree sequences whose sums agree, there are Pr(G) = — > Pr(Glr). (1)

[T,ey in(0)! T,y out(u)! matchings of edges inA o

and B that corresponds t6/ because for each matching. To Obviously, summing over alt! permutations is not feasible
see this, notice that for any matching which gives ris€sto and traditional sampling methods (pick a large sample of



PA(G,p,q,7,T)

To compute each of these probabilities, we run a random

. Let o be the permutation of vertices sorted by the totdyalk and estimate the conditional probability from the ob-

degreein(v) + out(v) in decreasing order.
e return Pr(Glo)
n! [T, Self —iter(G, 0,4,p,¢,7,T)’

Self-iterG, o,i,p,q,7,T) Il estimatePr(c;|G,01...0,-1).

e T =0
e est: =0
o fort=1toT

v := random vertex from{c;, 0;11,...,0n}

alj] := Pr(G|Shift(rm, v, 5)) for j € {i,i+1,...,n}
choosej at random from{i, . .., n} with probability
aljl/ S alk].

m = Shift(m,v,5) /[ random walk step

b[j] := Pr(G|Shift(r, 0, 7)) forj € {i,i+1,...,n}
est :=est + b[i]/ > ;_, blk] /I estimation step

o return <t

Shift(r, v, j) is the permutation obtained from by inserting
v at positionj.

Fig. 2. PA model computation

uniformly random permutations and average the correspgnd
Pr(G|r)'s) do not approximate the sum well. More precisel

proximation which, with high probability, would be extrelye

close to the truePr(G). However, some permutations have

Pr(G|m) exponentially larger than the rest (typically, the goo

permutations are those where high-degree nodes appegy. earl.
The variance is very large — the good permutations al

difficult to find, like needles in a haystack. Thus the avarggi

approach would require exponentially many samples.
Instead, we use an MCMC method to compBi€G). This

method enables us to sample permutations from the weigh

distribution over permutations, with probability of geating

7 equal toPr(w|G). The calculation is based on Bayes’ rule

Pr(7|G) 7P1"(CI?)|17"T()0P)r(7T)
Then,
_ Pr(Glm) Pr(m)
R T
Pr(G|m) Pr(m)

H?:l PI‘(T{'Z‘|G, Ty .enn 7Ti,1)

wherePr(r) = 1/n! and we can calculatBr(G|r) explicitly
for any G, by the earlier formula.

Our algorithm is summarized in Figure 2. The algorithm

a sequence of conditional probabiliti®s(c;|G, 01 ...05-1),
in the Self-iter routine. Then,
Pr(Glo)

P
r(G) W I, Self-ite(G, o, i p, ¢,7.T)

Y,
for a sufficiently large sample, this would give a good apj—w

served permutations in the walk. We describe the Self-iter
routine in more detail below. We note that even though the
above derivation works for any pivot permutatiah we use

a specific permutatiom for which the algorithm converges
significantly faster than for an ordinary.

Algorithm correctness:We need to argue that the routine
Self-iter correctly approximate®r(c;|G,01...,0,-1), i.€.,
the probability thatr; = o; where n shares the firsi — 1
nodes witho and it is chosen with probability proportional to
Pr(7|G).

Fix the parameters to the Self-iter routine. It performs
a random walk on permutations which hawe...m;,_; =
o1...0;_1. One step of the walk consists of choosing a
random vertexy appearing on a positior ¢ and considering
shifting the element to every positign> 7. The final position
j is chosen proportionally to the probability that the resgit
permutation generatés. Of course, we have to argue that such
a walk generates a permutatiorwith probability proportional
to Pr(r|G) (and that not too many steps of the walk are
necessary). Before we do this, let us give some intuition for
the walk we use.

Imagine trying to shuffle a deck at cards uniformly at
random. The natural random walk to do (and the first one we
%ried) would be to pick an arbitrary pair of adjacent cardd an
ap them. Unfortunately, this would require approximatel
(n?) steps until it is approximately random, because each
ard would need to be swappéth?) times to be in a random
lace. In contrast, imagine picking a random card, removing
and reinserting it in a random place in the deck. The cards
v ill be random as soon as each one has been removed once,
weiwich happens in approximateti{n logn) steps. While the
steps in the latter case tak&n) times longer than the steps
in the first case, the second algorithm is still faster by Iyear
Eeéactor of n. Sincen is large, this difference amounts to

undreds of hours of computation.
. As the random walk progresses, it approachesationary
distribution For sufficiently largeT’, the distribution over
n's in the walk will be arbitrarily close to the stationary
distribution. We first argue that the stationary distributi
of Self-iter is 47 which assigns probability to permutation
m of puf(r) = Pr(n|G,o01...0i-1), i.e., the distribution
conditioned on the first—1 elements of the permutation. Note
that Self-iter never changes any of the first 1 elements of
the permutation. To see thaf is the stationary distribution,
consider what happens when we take a random permutation
from the stationary distribution and then take a step. The
probability of being in permutation is:

1 > pg (Shift(r, v, 5))

C

|
Wi

pg ()
> ke 17 (Shift(m, v, k)

This is because there ane — i + 1 vertices that can be
inserted vduring the step. For each such vertexhere are
n — i + 1 positionsj which it could have been in before



moving to permutationr. The probability of being in such aIn other words, the probability of the best grid is an upper

v, j shifted state isu¢ (Shift(r, v, 5)), and the probability of bound on the average probability of random grid.

moving tor is the fraction in the displayed equation. Simple To estimate the probability of the best grid, we use Sim-

algebraic manipulation shows that the above quantipfisr), ulated Annealing [31], a well-known optimization method. |

as required. This implies thaf’ is the stationary distribution. searches among a set of stateswith a real-valued energy

Finally, one can verify that the&&* is a good estimate of functionc(s). It consists of several phases, each characterized

Pr(o;|G, 01 ...0;-1), for sufficiently largeT. by a temperaturd’. For a givenT a Markov chain is run
Theoretical upper bounds can be given on the number with stationary distribution proportional te~<(*)/7 Starting

steps (mixing time) sufficient for the walk to converge ane thwith a high temperature, the distribution is nearly unifothe

estimates to be accurate. These bounds are too pessimistiadmperature is then decreased, biasing the distributivartts

our purposes. Instead, for every graph instance we heaaligti low-energy states. Simulated Annealing has met with great

estimate the mixing time for a sample of self-iteration stegmpirical success [32].

i€{1,2,...,n}. We also performed extensive tests to ensure In our case,S is the set of all grid alignments andg) =

that the number of steps we take is sufficient and that ourln Pr(G|g). The stationary distribution at temperature

estimates are very accurate. We discuss these issues ih d&gproportional toPr(G|g)*/”. The transitions are swaps of

in Section V. arbitrary grid vertices. The algorithm, specified in Fig@e

D. SW algorithm is a standard annealing algorithm with initial temperatiige

. nd a geometric cooling schedule.
We do not know how to accurately (and in a reasonab?e 9 9

time) estimate the correct negative log-likelihood by th& S
model, rather we bound it from below and from above. Thisw(G, «, 3, Ty, R,8) /I Finds max, Pr(G|g).
information is sufficient to conclude that the SW model ranks 1) T:=T, /I temperature
worse than the PA and PRG models but not worse than the ERZ) g = random initial assignment to the grid.
model. Notice that the SW model performs at least as well as3) repeat: /luntil convergence ofPr(G|g).
the ER model. In particular, setting = 0 gives exactly the
ER model with parametep = «. It remains to bound the
negative log-likelihood by the SW model from below.

We attempt to use a similar MCMC approach as for the PA N 1/T
model. If we knew the initial grid alignment of the vertices c) with probabilitymax {1, (ii((%lﬂ]))) } do:
then computing the probability of generatingfrom g would '

a) r:=0 //step counter
b) Letu andv be two vertices on grig. Let ¢’ be
the gridg with « andv swapped.

be straightforward: : gigr 1
Pr(Glg) = ][] odist(u,v)"? o if r> R, thenr:=0; T:=T(1—6)
(u,v)EE . :
Fig. 3. SW model computation
H (1 — adist(u, v)_ﬁ) ,
(u0)¢E Brute force search over the (discretized) parameter sgace i

where distu,v) = [ug — vg| + |[u — vJ| is the Manhattan- used to find optimal parameters (. Of course, the result
distance of verticesu and v in g, and (vg,vJ) are the is only an upper-bound on performance, but, in our case, it's
coordinates of vertex in g. As before, we want to compute enough to rank the SW model with respect to the others.

Pr(G) = %ZPr(Gm) V. EXPERIMENTS
g

We ran our algorithms on three publicly available snapshots
where the sum ranges over all possible grid alignments. Af the AS-level Internet topology, data from 1997, 1999, and
MCMC approach analogous to the one presented for the Bfo1 [33]. As suggested by [20], for each year we combined
model, a (self-reducible) walk on the grid alignments witiye snapshots taken in a short time span into one representa-

stationary distribution proportional t8r(G|g), converges to tive snapshot. The datasets are summarized in Figure 4. We
the correct negative log-likelihood as the number of stayesg

to infinity. Unfortunately, this walk does not mix rapidlypth Year | Vertices Edges
in practice and theoretically (consider two cliques of size, 1997 | 3117 6024
they will position themselves on opposite sides of the grid a 1999 | 6266 13681
it will take exponentially long for them to switch). 2001 | 11080 25485

In lieu of estimating this probability, using standard tech
nigues we give an upper bound on the performance of the
algorithm as follows,

Fig. 4. AS-level Internet topology datasets

ranked all models with respect to all datasets, see Figuoe 5 f
Pr(G) = i' Zpr(qg) < max Pr(G|g) the_ raw rgsults of our aIgQrithms. For each model and graph
n= 9 pair we give the neg-log-likelihood (the bold number) of the



mo_del to_ggther with the optim_al parameters (the parameters ' 1997 1999 2001
which minimize the rank for this graph). 14 |
1997 121
PA PRG SW ER w |

49,999 51,806 >53,975 72,890
p=058] A"=155 |a=0111|p=6.2e-4 8
g=0.08 | 3°ut=2.39 8=19

v=05 | ™ =10.13% 1
' = 1.15% 4]
1999: 2]

PA PRG SW ER
116,973 120,803 >133,527| 176,895 . : :

p _ 061 ﬁin _ 157 o= 0092 p _ 358-4 PA PRG SW ER PA PRG SW ER PA PRG SW ER
q=10.08 ﬁout =2.44 B=18 Fig. 6. The scores of the data sets using the four models. When8del has
~v=0.4 A" =10.31% an uncertainty region, but we can _stiII rank it with respeciall the others.
Ut = 1.26% The scores reflect the neg-log-likelihood per edge.
2001:

PA PRG Sw ER law property. In the PRG, it is imposed directly, while in PA,
218,661 225,542 >265,554| 348,635 it arises naturally. Nonetheless, the two scored similarly
p=063] B"=157 | «=0.088|p=2.1le-4 The SW model ranked third. With care, comparisons be-
g=0.07| B =25 3=138 tween models can be interpreted as statements about the
v=0.3 " =9.5% relative importance of graph properties. In this case, auddc

O = 0.84% conclude that the power-law degree distribution is a more

significant predictor of Internet-topology data than theabm
Fig. 5. Raw results of the four algorithms. Bold numbers espnt the neg-

log-likelihood (the score) rounded to the nearest intether,rest are the best WOI‘|(_Zi phenompnon. .
parameter values. To make comparison of parameters aditessapshots It IS interesting to compare the compression factors across

more meaningful, we state the parametgrsandcout, as a percentage of the the datasets and it is intriguing to realize that the histog
final edge count. Note: For SW we only state a lower bound orséme. ¢, aach snapshot look much alike. Together with the virtual
invariance of the parameter settings this is further evidenf

To visualize the relative scores, we depict them in a highe scalability of the Internet topology. However, furthesrk
togram shown in Figure 6. It includes an error estimate feds to be done to quantify this statement.
rather large uncertainty region) for the SW model. We scaledcjearly, the validity of our rankings depends on the acoprac
the neg-log-likelihood by the number of edges in the paldicu of the data. Recently, this accuracy has been questiondd [35
snapshot. This scaling has a special meaning: it captuees 8 more up-to-date snapshots become available, it will be
compression factor of the snapshot by the given model. ifgeresting to see whether our rankings change. Our method

will briefly explain this connection. could help with measuring the significance of the inaccuracy
There is an interesting relationship between the MLE prifiy the present snapshots.

ciple and data compression. Consider a matiel(suppose

M includes a parameter setting). The model describesPa Implementation Details

probability distribution over graphs. Let us restrict @lves In implementing these algorithms that combine theoretical

to graphs with non-zero probability. Then, using the ppiei analysis with various heuristic stopping rules, it is intpot to

of arithmetic coding [34], each grapfi can be encoded by perform tests to see that the computations are indeed decura

a number of bit-length neg-log-likeliho6d, A1), from which In this section we discuss the settings under which we ran our

G can be recovered uniquely. Thus, in a sense, the neg-legperiments, including optimalizations in the code, chaé

likelihood computes the compressed siz&Gbwith respect to parameters and software and hardware setup, and validation

M. The number of edges df reflects the original (uncom- of the correctness of our implementations.

pressed) description length 6f. Thus, the ratio of neg-log- 1) PA model: There are several important implementation

likelihood and the number of edges reflects the compressigetails to discuss. First of all, in the algorithm we do not

factor of the model on the graph instance. recomputePr(G|Shift (7, v, j)) from scratch as needed in the
As can be seen in the histogram, all three data sets produasgbrithm. Instead, such calculations can be quickly caeghu

the same ranking of models. This result is more meaningfincrementally from the valuBr(G|r). This is essential to the

than a comparison based on a single dataset alone. In al thefficiency of the algorithm, as it shaves off a linear factor

cases, the PA model placed first, closely followed by the PRitdm the running time. Second, we do not do estimation every

model. The two models both attempt to reproduce the powstep but rather every ten steps. Since consecutive steps are



dependent, the benefit of estimatiegery step is not worth one of the worst pivot permutations — the origimateversed.
the cost. We used the same estimate methodsforthus we needed
Third, we parallelize the algorithm by computing, sepdyatemore samples for larger values ofcompared to the pivot
for eachi, Self-ite(G, i, p, q,~,T). Usually when one runs a permutations. The scores we obtained were withitf% of
self-iterating Markov chain algorithm, the pivot permigat the corresponding scores with the original pivot permatati
o is not fixed in advance. Rather, the + 1)-st element o. The precision of the two scores points to the fact that we
is determined as the most likely element on tfie+ 1)- were very conservative when determining the steps bdund
st position in thei-th self-iteration. Thus, the most likely To search for optimal parameters, we noticed that|o)
element is guaranteed to appear on ther 1)-st position is quite close t&®r(G) (their logarithms are within 5% of each
with probability at leastl/(n — i), which in turn implies that other). Since the computation &fr(G|o,p,q,~) is fast, we
the number of steps needed to estimateittie self-iteration could find the parameters that maximize this probability and
is small. However, such approach would require a sequentiaén we searched the parameter space close to these values.
algorithm which we could not afford for larger datasets. We 2) SW model: In Figure 3 we incorporated a standard
overcome this problem by choosing a likely pivot permutatiocooling schedule which met with great empirical success in
o explicitly. optimization. It works by specifying parametefsind R with
Fourth, we have to estimate the convergence time. Wee following meaning: The temperature decreases every
do this heuristically and conservatively. We ran the Self-i “trye” steps by a factor of1 — ). A step of the chain is
procedure independently four times forc {1,...,10} and “true” if the state of the chain changes after the step (eotic
a sample of twenty's from {10,...,n} for different settings that the Metropolis walk often stays in the same state).
of parameterg, ¢ and~. We let the chain run long enough |n most real world applications it is recommended to take
so that all four executions stabilized and the resultingr foy ~ .05 and R (at least) linearly proportional to the size
numbers differed minimally. We determinéfd, the number of the input. We conservatively chose = 0.01 and R =
of steps we take, as the time when the estimators of theyoo, 000, resp.R = 2,000,000, resp.R = 4,000,000 for
four runs were within(1 + ¢) factor of each other (for a the 1997, resp. 1999, resp. 2001 dataset. We chose a random
small¢) at timeT'/4 and they remained within the range forgrid alignment of vertices as a starting state of our albarit
all remaining3T'/4 steps. As expected, fewer stepswere The algorithm converged in a few hours.
required for convergence for later (larggrSelf-iter's. Thus  oyr ranking depends crucially on the ability of simulated
we used decreasing values Bffor larger:. annealing to come close to the true maxim@m(G|g). We
To run the Self-iter steps in parallel we used Condor [3§lerformed two tests to validate the SW algorithm. First, we
and the University of Chicago Condor pool consisting of @boyan several independent runs of the algorithm to check that
70 2-GHz computers, out of which about 35-50 were availablge outputs converge to the same answer. All the outputs fell
ata time. We used the “vanilla” universe, recording the@uir in the interval of about 1% of each other. Second, we took
state of the yvalk an(_JI the estimator every mi_nute. This way WRe simple grid graphs (of size comparable to those of the
kept extensive log-files about the computation which alldweyctyal snapshots) where each interior node has degree four.
us to check the precision of our computations by progresiveye permuted the nodes randomly and ran a search for the
increasing the number of steps of the chdinwithout the pest configuration, with parameters dfnd R set as above.
need for restarting the chain from scratch every time. OWs seen in Figure 7, the final answer is not perfect but very
computations for the 1997 data took around 40 hours totgpse to the true answer — the grid itself. The error of the
compared with twice as long for the 1999 data and aboutsgnylated annealing estimate verdtigG|grid) was less than
week for the 2001 data. However, as we discuss below, W&, For practical purposes, we conclude that the negatiye lo
were very conservative in our stopping heuristics. likelihood assigned by the SW model is between 99% of the
To ensure that estimates in each phase were converging,{gf; score of SW (which computes a bound on the SW model’s
a sampling of the Self-iter's, we ran the walks for signifitgn performance) and the score of ER, which can never be better.
longer than our original bound dfi and the values remained g, completeness we include the optimal configuration

within .1%. Note that margin of error of the total eStimat%omputed by the SW algorithm for all three datasets, see
is actually lower than the margin of error of any individuaj:igure 8.

Self-iter. This is because the total is the sum of thousards o
independent random variables. Hence, as long as each tstima
has the correct expectation, the margin of error of the total
estimate will be significantly smaller (in percentage). To further validate our methodology, we took all four mod-
To verify the correctness of our implementation, we pepls and generated a representative graph. Under our paradig
formed two checks. First, we implemented an algorithm whidhe model which generated the graph should get the best score
computes the rank exactly by a brute force enumeration of allFigure 9 summarizes the rankings which we pictorially
permutations of vertices. We checked that for small graphs whow in the histograms in Figure 10. As before, the score of
obtained the same scores (the scores differed less thari¥.0the SW model falls in a rather large interval. Unlike prewtyy
For the large graphs we ran the algorithm with presumabtlyis time the interval does not imply the precise position of

VI. VALIDATION
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Fig. 7. The results of simulated annealing on a grid graph.

the SW model with respect to the other models. Nevertheless,
it behaves consistently with our ranking paradigm.

To make our case stronger, we compared the scores of the
SW model and the ER model on magynode graphs. We
chose the size so that we can compute the SW score exactly
by evaluating alln! grid configurations. We generated the
graphs by our models, as well as by hand to include a wide
selection of graphs. For all graphs the ER score was only
5% worse than the SW score while the lower bound of our
algorithm was often off by more than 30%. Thus our bound
is very pessimistic and this experiment gives an evidence fo
the conjecture that the actual score is just below the ERescor

As a side note, we chose the parameters for the graphs
rather arbitrarily, as the specific choice is not importahe
did not make any effort to make the graphs connected as this
would only skew the original distribution defined by the mibde
Again, the connectivity property is irrelevant for the wtion.

VII. CONCLUSIONS ANDFUTURE WORK

We have proposed a uniform methodology for ranking prob-
abilistic graph models, which compares models based on the
negative log-likelihood of the real-world graphs with resp
to each model. As a proof of concept, we have designed
and implemented algorithms for computing the negative log-
likelihood for four natural Internet topology models from
various parts of the modeling spectrum.

We designed algorithms based on a variety of techniques,
ranging from simple to complex, including an MCMC-based
algorithm and Simulated Annealing, for estimating the prob
ability assigned to a graph. While the algorithms we use are
not always simple, we have demonstrated the feasibility of
applying the approach even to models which were not designed
with this metric in mind.

The results of our experiments ranke(_j the PA model flr%g. 8. The result of the simulated annealing on the 19979,188d 2001
closely followed by the PRG model. Their close performancgapshot, respectively.




PA graph, generated with parameters
p=0.3,¢=04and~v=0.1:

PA PRG SW ER 10
1,299 1,337 >1,211 1,565 9
p=03]| =14 |a=03|p=0.023 .y
¢g=04| =15 | g=21 7
vy=0.1]c"=10.1% 5
" = 6.6% 5
PRG graph, generated with parameters 44
pin = ot = 1.5 and ¢ = ¢ = 30: 3]
PA PRG SW ER 2]
1,480 1,449 >1,229 1,538 1]
p=02] =15 | a=027|p=0.023 ‘ ‘ ‘ ‘ ‘ ‘
bl Al B Comguen  eRogun  swerh  ERoraph
Ut = 8.8%

Fig. 10. Validation: The scores of the models on graphs geeérby these

SW graph generated with parameters
models, scaled per edge.

s=11,a=0.1and g =1.8:

PA PRG SW ER
988 1,014 >538 956 ) ) .
=02 B =08 | a=021|p=0011 For future work, one would like to design better scoring
q=0.3 gout —08 | 3=35 models on our data sets and others. We have additional
~=10,000 | ¢ = 3.3% algorithmic ideas based on recent fast MCMC techniques [37]
out — 330, which would enable the computation of scores for a wide range

of models. This would make it easy to design and measure

ER graph generated with parameterp = 0.1: improved models.

PA PRG SW ER Another future direction of our research is applying our
4,850 4,884 >4,280 | 4,649 methodology to HOT models. Although, as mentioned before,
p=05 B =0 a=035|p=0.1 our methodology can't say much about the explanatory power
g=04 Bout =0 86=0.8 of such models, it is still interesting whether such modetseé
v =10,000 | " =1.7% power-law models in terms of predictive power.
% =1.7% Another possible direction is to extend our methodology

to other contexts. It would be particularly interesting to-i
plement our methodology for Web graph models, since again
there is an abundance of such models and a lack of clear and
objective criteria to distinguish between them.

All of our code is publicly available for download.

Fig. 9. Validation: Raw scores of the four algorithms tB0-node graphs
generated by the models. As before, bold numbers reprekenhdg-log-
likelihood (the score) rounded to the nearest integer, #s are the best
parameter values.

is interesting because the two take very different appresith ACKNOWLEDGMENT
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power-law degree distribution is a more significant preatict
of Internet-topology data than the small-world phenomenon
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