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2. Current Infrastructure

2.1. Current Hardware Infrastructure
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2.2. Administration
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2.3. Current Software Infrastructure
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2.4. Typical Communication Pattern

* onetoone: ip addresses and ports
* one to many: broadcast/multicast
* many to a many: multicast and channels
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2.5. Typical Ways to Communicate

* Sending data
* Invoking methods
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2.6. Remote Method Invocation: The Idea
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2.7. SenderProxySource Code

private static final long | NTERFACE ID = 32;
private final long String__ METHOD 1 = O;

public void knock( String _0) {
try {

Byt eArrayQut put Stream aS = new Byt eArrayQut put St rean(1024) ;

bj ect Qut put Stream p = new (bj ect Qut put St rean( aS) ;

p.witeObject(_0);

p.cl ose();

Rm Packet aRm Packet = new Rm Packet ( | NTERFACE_I D,
String__ METHOD 1,
aS.toByteArray() );

net Wor kCommEndPoi nt . sendDat aToMany( aRm Packet) ;

e.printStackTrace();

Systemexit(1);
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2.8. ReceiverProxySource Code

private static final long | NTERFACE ID = 32;
private final long String__ METHOD 1 = O;

aRm Packet = net Wr kCommEndPoi nt . get Dat a() ;
Byt eArrayl nput Streami S = nul | ;

bj ectlnput Streamip = null;

I S = new Byt eArrayl nput St reanm( aRm Packet ) ;
ip = new bjectlnputStream(i S);

if ( aRm Packet.getMethodld() == String__ METHOD 1) {

String __ 0 = (String)ip.readObject();
aThi sd ass. knock(__0);

* rmic generates the Sender and ReceiverProxys
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2.9. A typical Client-Server Architecture

Chat

Chat Chat Chat Chat Server
Client Client Client Client

)

Broadcast Medium
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2.10. A typical Client-Server Architecture Problem

Chat

Chat Chat Chat Chat Server
Client Client Client Client

Broadcast Medium

» If the server goes away, the whole application dies, even though
the clients can communicate directly.

* Helpful: No central servers!



12-

3. Different Kind of Infrastructure

3.1. Different Kind of Hardware Infrastructure
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3.2. Different Kind of Environment: Ad Hoc Network

* Play at the theater is a little boring
* Meetings: play backgammon/poker/chatting
* NFL Superbowl XXXVIII
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3.3. Atypical Serverless Architecture
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3.4. Different Kind of Software Infrastructure

To simplify programming
* Object oriented abstraction of many-to-many communication
* Broadcast method invocations: M2MI

To simplify deployment
* No proxy compilers, codebase servers, activation daemons, .

* Automatic proxy synthesis

To simplify operation and administration
* No network addresses, ad hoc routing protocaols, . . .
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4. M2MI: A New Paradigm for Ad Hoc Collaborative Systems

« M2MI provides an object-oriented method call abstraction based
on broadcasting.

« M2MI-based systems do not require central server
« M2MIl-based systems do not require network administration

«  M2MI simplifies system deployment by eliminating the need for
always-on application servers

« M2MI is well-suited for an ad hoc networking environment where
central servers may not be available
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4.1. References

* Omnihandle: Refers to all objects that implement an interface

* Multihandle: Refers to a group of objects that implement an inter-
face

» Unihandle: Refers to one object that implements an interface
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4.2. Using Omnihandles

» Export remote objects
M2M . export (a, Foo.class);

* Get an omnihandle
Foo all Foos = (Foo) M2M . get Omi handl e
(Foo. cl ass) ;

 |nvoke a method on the omnihandle

al | Foos. y();
Calling Object ™ Foo Bar
allFoos Object Object
A C
Foo

A
r'_')

———— Foo L Foo

Object Object
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4.3. Using Multihandles

* Get a multihandle
Foo soneFoos = (Foo) MM . get Mul ti han-
dl e( Foo. cl ass) ;

» Attach objects
soneFoos. attach(a);

* Invoke a method on the multihandle
soneFoos. y();

Calling Object Foo Bar
someFoos Object Object
A C
Foo I
Foo L Foo
Object Object
B D
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4.4. Using Unihandles

* Export remote object and get unihandle
Foo b Foo = (Foo) MM . get Uni handl e( b,
Foo. cl ass) ;

* |nvoke a method on the unihandle

b Foo.y();
Calling Object Foo Bar
b Foo Ohject Object
A C
Foo
Foo Foo
Ohject Object
B D
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4.5. Characteristics of M2MI Invocations
« M2MI is an object oriented abstraction of many-to-many commu-
nication.
* Semantics of M2MI:
* Methods may have arguments
* Objects passed by copy (object serialization)
* Handles give pass-by-reference
* M2mi methods can not return a value.
* M2mi methods can not throw an exception
» Parameters are passed as pass-by-value.
* Method calls are non-blocking
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5. M2MI Based Application

5.1. The Idea for a Chat Application

User A User B User C User D

‘J_\ allChats. putMelssage ("Hello there"):

a'I'IChats putMessage ("Hi y‘a'l'l "J;
allChats. pultMessage ("Greetings folks");

|

I SR

o 1
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5.2. The Chat Interface

public interface Chat {
public void put Message(String |ine);
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5.3. Chat Object Source Code

public class Chat Qbject inplenents Chat {
private String nmyUser Nane;
private Chat all Chats;

public Chat Object (String theUserNane) {

myUser Name = t heUser Nang;

M2M . export(this, Chat.class);

al | Chats = (Chat) MM . get Omi handl e( Chat . cl ass);
}
public void send(String line) {

al | Chat s. put Message(myUser Nane + "> " + |ine);

}
public void put Message(String |line)
{

myChat Fr ane. addLi neToLog (Iline);
}

public static void main (String args []) {
String input;
Chat Obj ect aChat Obj ect = new Chat Qbj ect( args[0] );
while ( ( input = readFromlermnal () ) != null )
aChat Qbj ect . send( i nput);
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6. Service Discovery

Service discovery today can done for example with JINI
Requires a server

How can a service discovery work in an ad hoc network?
There are no sever in an ad hoc network.
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6.1. The Idea
Printer A Client Printer B Printer C
printDiscnuerx.request (theClient);
[}HPI Lr 1—-{5

theClient.report (c_Printer, "C");

_ItheC'I'ient.repc-rt (a_Printer, "A");

theClient.report (b_Printer, "B");

r

c_Printer.print (theDocument);
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6.2. The Interfaces

public interface PrintD scovery {
public void request(PrintCient client);

public interface PrintCient {
public void report(PrintService printer, String nanme);

public interface PrintService {
public void print(Docunent doc);
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6.3. Other M2MI Applications

Conversations
Conversations in quiet spaces, conversations in noisy
spaces, . . .

Groupware
Presentations, whiteboard, note taking, file sharing, docu-
ment authoring, calendar scheduling, . . .

Sensor networks
Video surveillance, medical monitoring, battlefield intelli-
gence, . ..

Middleware frameworks
« Shared tuple spaces, . ..
Multiplayer Games!
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7. M2MI Architecture

7.1. Layers

Application Layer

Invocation Layer M2MI

Messaging Layer } M2MP

Data Link Layer
Ethernet, 802.11,

i Bluetooth, . ..

Physical Layer
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7.2. Software Architecture

Process 1

Process 2

Calling Called
Object Object

Called
Object

Called Called Called
Object Object Object

[

Proxies

M2MP
Layer

Message M2MP
Filter Layer

Device B

Process 3

Called Called Called
Object Object Object

[ [ [

i Message M2MP
Filter Layer

j Kernel Shared Memory —

Kernel Data Link Layer

Kernel Shared Memory

Kernel Data Link Layer

—

Broadcast Network
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8. Status

* Initial version of M2MI written in Java

» Tested on desktop hosts

* Some performance and throughput measurements done
* Uses UDP/IP for transport

* Another version uses Ethernet raw sockets for transport

» Several M2Ml-based collaborative applications developed Chat,
IM, whiteboard, calendar, fi le sharing, tuple space
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8.1. In Progress

«  M2MI monitoring API

« Observe and debug M2MI invocations flowing through the
network

«  M2MI security
« Confidentiality, participant authentication, service authentica-
tion
« Serverless techniques: Zero knowledge proofs, . . .
« Elliptic curve based techniques

8.2. Security in Ad-Hoc Networks

« How do you achieve security in an ad-hoc network?
« Major Challenge: no servers.

« Problems to solve:
*  Confidentiality
*  Data Integrity
*  Participant Authentication



-33-

8.3. Interactive Zero Knowledge Proofs in General

Interactive Zero Knowledge Proofs allow one party to prove its
knowledge of a secret to another party without ever revealing the
secret itself.

It is useful for interactive proofs to have the following properties:

*

Completeness. The verifi er always accepts the proof if the
fact is true and both the prover and the verifi er follow the pro-
tocol.

Soundness. The verifi er always rejects the proof if the fact is
false, as long as the verifi er follows the protocol.

The verifier learns nothing about the fact being proved
(except that it is correct) from the prover.

The verifi er cannot even later prove the fact to anyone else.
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8.4. Ali Baba's Cave

* Alice wants to prove to Bob that she knows the secret words
that will open the portal at R-S in the cave,

 but she does not wish to reveal the secret to Bob.
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8.5. Zero Knowledge Proofs in Detail |

The general protocol works as follows:

There is a prover who knows the secret and a verifi er who
wishes to know if the prover knows the secret.

The prover proposes a "hard" problem to the verifi er.

The verifi er asks one or more questions about a hard prob-
lem until she or he is convinced that the prover really knows
the answer to the problem.

Classic examples of the "hard" problem include factoring the
product of large primes, graph isomorphism, and discrete log-
arithms.

Problems that are well-suited for ZKPs are typically NP-com-
plete, yet verifi able in polynomial time.

However, a close analysis of specific ZKP algorithms sug-
gests that many ZKPs are not well-suited for an ad hoc envi-
ronment, because of CPU/memory limitations.

see also: Uriel Feige and Amos Fiat and Adi Shamir, "Zero
Knowledge Proofs of Identity”, Proceedings of the 19th ACM
Symp. on Theory of Computing, 1987.

°RSA
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8.6. Algortithms

» ZKP’s for Quadratic Residues

Given:
p,alP.
n=p*q
X is a quadratic residue of n - any exists so such:
X =y 2 mod n.
Z.={i|i OJN and i<nandiand gcd(n,i) =1}
1. Repeat:

Repeat the following steps log, ntime

a) Peggy chooses v 00Z, at random
and then she computes: y = v mod n.
Peggy send y to Victor.
b) Victor chooses i O0{ 0, 1 } at random and sends i to
Peggy.
c) Peggy computes: y =u' *v mod n,
where u 0Z, and is a solution to
u? =x mod n.
Peggy send z to Victor.
d) Vic checks that:

x?> =x'y mod n

2. Accept:
Victor accepts Peggy’s proof, that x is a quadratic residue of
n, if step (d) is verifi ed log, n rounds.

8.7. Other Algorithms

» ZKPs for Graph Isomorphism
e ZKP’s for Graph 3-coloring
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8.8. Future Plans

Go small and wireless
e Port M2MI and M2MP to small mobile devices
« Test with wireless networking

Push M2MP into the kernel

Develop lots of M2MI-based applications in a variety of
domains

Devise reusable design patterns and class libraries for M2MI-
based collaborative applications
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9. Thanks

Jim Waldo inspired the idea for M2MI when he said: Everyone
that’'s out there, call this method" during a discussion about
M2MP.
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11. Publications

2002

2002

Alan Kaminsky and Hans-Peter Bischof

"Many-to-Many Invocation: A New Object Oriented
Paradigm for Ad Hoc Collaborative Systems™

OOPSLA 2002, Seattle, Washington, USA, November 2002

Hans-Peter Bischof and Alan Kaminsky.

"Many-to-Many Invocation: A new framework for building
collaborative applications in ad hoc networks."

CSCW 2002 Workshop on Ad Hoc Communication and
Collaboration in Ubiquitous Computing Environments,
New Orleans, Louisiana, USA, November 2002.
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12. Java Reliable Multicast System
This research was supported by a grant from Sun Microsystems.
The JRMS project is completed.
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12.1. Overview of the Problem

See also “www.experimentalstuff.com
and °http://www.cs.rit.edu/ "hpb/Lectures/20002/JRMS_590

 Create a network service which enables building multicast
applications that distribute information over IP networks.

S R
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| | R
R
: e
ower -
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S Channel
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12.2. Aspects of Reliable

* What are the limits for reliability?

*

What happens if a receiver joins a channel late?

*

Is it possible to recover under all circumstances (pruning
a receiver)?

What happens if a receiver can not keep up with the
load?
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12.3. JRMS Architecture

Java™ Reliable Multicast™ Service Architecture
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12.4. Repair Heads
* What is happening, if a receiver misses a packet?
* Does the TCP/IP idea work?

* Arepair tree helps.

yps
begoony boober paradise  marjorie parasite
fergus cantus philo
gillis gobo gunge
wrench mokey juniort
uranimum sprocket wqingnut

tahllium wembly cotterpin
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12.5. Throughput Problem

Graphical Representation of the Throughput
Graphic generated at: Sun Oct 15 18:46:01 EDT 2000.

Data sent Bytes 140000000
KBytes 136718.750
MBytes 133.514
GBytes .130385

Maximum Network Throughput

MaxTransferRate

1le+06 —

900000 —

800000 —|

Rate 700000 —

Bytes/second

600000 —

500000 —

400000 —

300000 —|

200000 —

100000

04

Clients

100

150




47-

12.6. Congestion Control Algorithm: Window Size

1 n
Every receiver last packet
has received this which can be send

packet
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12.7. Congestion Control Algorithm: Sending Speed

A
packets/sec
1 n
Every receiver last packet
has received this which can be send

packet



12.8. The Result
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Graphic generated at: Mon Apr 23 08:15:50 EDT 2001.
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12.9. What was Done at RIT

e Stress test environment

| was 3 times in Boston for a longer period of time to work
with the team on JRMS.

» All tests have been done at RIT
» Two different lectures have been given in this area.
» Two researcher from SunLabs gave a talk in my lecture.
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12.10. Publications

2002

2001

2001

2001

"A Congestion Control Algorithm for Tree-based Reliable

Multicast Protocols", INFOCOM 2002

Authors: Dah Ming Chiu, Miriam Kadansky, Joe Provino, Joseph Wesley,
Hans-Peter Bischof and Haifeng Zhu

The paper has been accepted.

"A Congestion Control Algorithm for Tree-based Reliable

Multicast Protocols”,

Technical Report, Sun Microsystems, Report Number: TR-2001-97,
http://research.sun.com/technical-reports/2001/,

Authors: Dah Ming Chiu, Miriam Kadansky, Joe Provino, Joseph Wesley,
Hans-Peter Bischof and Haifeng Zhu

"JRMS Stress Test Environment ", only published on the web,

download from

http://www.experimentalstuff.com/Technologies/JRMS/

Author: Hans-Peter Bischof

"JRMS Tutorial", only published on the web, download from
http://www.experimentalstuff.com/Technologies/JRMS/

Authors: Joe Binder, Hans-Peter Bischof, Jonathan Coles, Damian Eads,
Collin Fagan, Jeffrey Myers
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B
9o @M v 2?2 2 7
H | K L M |
77 ? k77
R T u X

=D
0
N O
.
2
v

AN ]
41—
.-

i 5| h .| | .k |
A 2 | % || 2|1

r

T7TI?7???2|°

q- n -

From: °http://www.myfonts.com

)=

(@

(l-lh?



-53-

14. Contact Information

The Anhinga Project
http://www.cs.rit.edu/~anhinga/

Hans-Peter Bischof
http://www.cs.rit.edu/"hpb/
hpb@cs.rit.edu

Alan Kaminsky
http://www.cs.rit.edu/"ark/
ark@cs.rit.edu
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